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CHAPTER 1
Critical Thinking Online
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Unit’s
general
aims

Specific
Learning
Objectives

Topics
covered in
this
session

To help learners develop knowledge and understanding of:
‐ To understand what is meant by “critical thinking” and
“media literacy”, if they can be developed, and their main
elements.
‐ To develop skills to think critically when online.
‐ To recognise the role of critical thinking on the internet to
help prevent online hate speech.
‐ To understand the meaning and impact of online phenomena
such as memes and clickbaits
‐ To develop knowledge of psychological devices which hinder
critical thinking online
‐ To recognise the importance of emotional intelligence and
empathy in combating trolling online
By the end of the session, the learner should be able to:
● Understand the terms: “critical thinking” and “media
literacy”
● Know how to apply critical thinking to different situations
● Recognise the importance of critical thinking online
● Understand the problem of online hate speech
● Understand how to apply the SIFT method and the CRAAP
method
● Identify ways in which critical thinking can investigate the
foundation, justification, and validity of a claim
● Discern different psychological devices which hinder critical
thinking online, including confirmation bias, cognitive ease,
repetition, affective arousal, and addiction
● Understand the problem of trolling and how empathy and
emotional intelligence can provide a solution
1) Applied critical thinking
2) The role of critical thinking when facing online dangers
3) Critical thinking and psychological devices online
4) Emotional intelligence

Approximate length of the
session
4 hours

Number of learners on register
(To be completed by trainer)
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Notes about the lessons/classes within the session plan
Class profile
Does this group have any prior knowledge of the subject?
Does this group work with vulnerable groups?
Does this group work with children?
Does this group have an extensive online presence/understanding of social
media platforms?
Gender: Male / Female / Mixed
Age range: …….
Other info: ……
Suggested pre-unit preparation (include any work, research, or reflection
that learners should do before participating in this training)
Ask learners to:

●
●
●
●
●
●

Reflect on what critical thinking is, when we use it, and why it’s important.
Reflect on dangers which different groups can face online.
Think about ways in which questions can be used for different purposes
Consider the problem of social media addiction.
Research a few memes and clickbaits online.
Watch the following short video:
https://www.youtube.com/watch?v=vNDYUlxNIAA
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Lesson Plan
TIME

CONTENT

SUGGESTED ACTIVITIES

20
mins

● Introduction
● Warming up
● Ice breaker

30
mins

● What is critical thinking, and ● Come up with a definition of
how do you acquire it?
critical thinking, decide if
Opening activity.
critical thinking is learned,
developed, or innate.
● Critical thinking and media
literacy
● Define media literacy
● Online dangers and critical
● Fake news and hate speech
thinking
online: intro
● Clickbaits and Memes
● Digital food consumption
activity
● The SIFT method
● “Don’t go down the rabbit hole”
● Reverse image searching
● Finding reliable sources: the
CRAAP method
● Preventing online hate & quiz
● Critical thinking
● Critical thinking: the Socratic
method
● 6 Types of questions
● Role-play activity
● Critical thinking checklist
● Psychological devices which ● Confirmation bias
hinder critical thinking
● Cognitive ease
online
● Repetition
● Affective arousal
● Social media addiction: what it
is, recognising addiction, and
its negative consequences
● Trolling, empathy and
● Trolling, doxing and twitter
emotional intelligence
bots
● Case study: Jessikka Aro
● The empathy deficit, toxic
disinhibition and
deindividuation
● Emotional intelligence
● BST: 4 step training
● Reading of case study
● Case Study
● Group discussion
● Analysis
● Feedback and evaluation
● Group discussion

30
mins

30
mins

30
mins

30
mins
30
mins

● Presentation and discussion
● Icebreaker: “questions” game
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RESOURCES
●
●
●
●
●

Computer
Projector
Pens
Paper
Flipchart

●
●
●
●

Flip chart
Pens
Paper
Internet access

●
●
●
●
●
●
●

Computer
Projector
Pens
Paper
Flipchart
Internet access
Printed
handouts

● Printed
handouts
● Computer
● Projector
● Internet access
● Printed
handouts
● Computer
● Projector
● Internet access
● Flipchart
● Pens
● Handouts
● Computer
● Projector
● Internet access
● Flipchart
● Pens

● Case study
material
● Pens and paper

Introduction
●
●

The trainer should introduce themselves, and present the main topics and objectives of
this session.
If this is the first session in the training programme, participants should introduce
themselves: their name, where they come from, what they do, and their reasons for
attending this course.

Warming up
Memory 1:
Make a short story with the names of the products from the shopping list below, and then try
to remind yourself the list. 1


Eggs



Pasta



Milk



Broccoli



Tea



Butter



Flour



Oil

Memory 2:
Exercise in pairs. Think about three dates that are important to you, and then turn them into
words
according to the number of letters. The partner’s task is to guess the dates. 2
Example: 1492- a very important ox

Case study to get you thinking!
You receive an email from your friend with the following subject:
“You’ll never guess what this teacher was hiding for 17 years!”
Inside there is a link to this website: https://www.bbc.co.uk/news/stories-43700153. There
is no other text in the email.
Do you click on it? Why, or why not? How do you feel?
Let’s imagine you click on the email. Were you expecting what you found? Do you trust and
believe the information? Why? Share your ideas with the group
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“Questions” icebreaker:
Two people must volunteer. They can only talk in questions – if they say something which
isn’t a question, they lose. They must continue as long as they can, and their questions must
make sense in the conversation (they cannot just say random questions). They also cannot
repeat the same question twice.
For example:
“How are you?”
“How am I!?”
“Did you not understand?”
“How could that be possible?”
“So you are well?”
“Is the sky blue?”
“Do you always talk so strangely?”
“Is this the first time somebody has talked to you this
way?”
Etc.!
Apart from having some fun and making participants think about the words they choose, this
activity also shows how questions are used. They can be direct, show surprise, be
metaphorical, be for clarification, etc.
A lot of critical thinking is about asking questions. This is why this icebreaker activity is a fun
and important introduction to this session.

Critical Thinking and Media Literacy
What is critical thinking, and how do you acquire it? Opening activity.
Try to come up with a definition of critical thinking, and decide if critical thinking is
learned, developed, or innate.
Compare your definitions to this definition from Stassen et al.:
Critical thinking is defined as the process we use to reflect on, access and judge the
assumptions underlying our own and others ideas and actions. This includes: “the thinker’s
dispositions and orientations; a range of specific analytical, evaluative, and problem-solving
skills; contextual influences; use of multiple perspectives; awareness of one’s own
assumptions; capacities for metacognition; or a specific set of thinking processes or tasks”
(Stassen, et al, 2011).1
Key critical thinking skills are: analysis, interpretation, inference, explanation, selfregulation, open-mindedness, and problem-solving.

1

Stassen, M.L.A., Herrington, A., Henderson, L. (2011) Defining critical thinking in higher education. In To
Improve the Academy, Vol 30. Professional and Organizational Development Network.
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Critical thinking online: introducing media literacy.
What is media literacy?
Allow participants to share their ideas of what media literacy is. Compare these ideas with
the following explanations:
“Media literacy may be defined as the ability to access, analyse and evaluate the power of
images, sounds and messages which we are now being confronted with on a daily basis
and are an important part of our contemporary culture, as well as to communicate
competently in media available on a personal basis. Media literacy relates to all media,
including television and film, radio and recorded music, print media, the Internet and
other new digital communication technologies.”2
It was on similar lines that the Commission further stated that:
“The aim of media literacy is to increase awareness of the many forms of media messages
encountered in everyday life. It should help citizens to recognise how the media filter their
perceptions and beliefs, shape popular culture and influence personal choices. It should
empower them with the critical thinking and creative problem-solving skills to make the
judicious consumers and producers of content. […] On the basis of media’s crucial role in
today’s society, the Communication insists on the importance of a high or higher degree of
media literacy.”3
Ask participants to think of a time when they had to think critically online or employ media
literacy skills. Ask one or two people to share, if they feel comfortable doing so.
Learn more about Media Literacy through these cartoons, available in many different
languages:
https://eavi.eu/our-cartoons/

Online dangers and critical thinking
Part one: Fake news and hate speech online
This topic will be covered in depth in another chapter. However, for the purposes of how
critical thinking and media literacy can be applied to this problem, it is important for the
trainer to introduce the problem of fake news and hate speech online.
This will be done through a fun introductory activity: the Bad News Game.
Ask participants to go to the following website: https://www.getbadnews.com/#intro
They can play the game and share their scores afterwards. The person with the highest score
wins!

2

European Commission, Report on the Results of the Public Consultation on Media Literacy, 2007. Taken from:
https://eavi.eu/media‐literacy‐2/
3
European Commission, A European Approach to Media Literacy in the Digital Environment, 2007. Taken from:
https://eavi.eu/media‐literacy‐2/
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This game raises the following issues concerning fake news online:









Impersonation
Rouse emotion
Polarisation
Viral news and huge audiences
Conspiracy theories
Encouraging distrust in institutions
Discrediting others
Trolling

It is important for the trainer to highlight these and to clarify anything which isn’t clear. This
exercise is a fun introduction to fake news, and these topics will be explored in more detail in
the rest of the session.
Another fake news game to get participants thinking about the issue can be found here:
https://librarydevelopment.group.shef.ac.uk/storyline/questioning/fake-newsgame/story_html5.html
It is also important to clarify the difference between disinformation and misinformation:
1) Misinformation is information which is wrong or misleading but not deliberately so,
meaning that the author’s intention to deceive is low
2) Where authors intend to deceive their audience for malicious purposes, it can be
called disinformation
3) Disinformation is the deliberate dissemination of false information, with the
intention of influencing the policies or opinions of those who receive it
4) Fake news is closely related to disinformation, demonstrating the significant political
implications it has.

Memes and clickbaits
Clickbaits
Clickbaits attempt to attract readers to click on the news article, and earn money per visitor
to their site.
Clickbait typically refers to the practice of writing sensationalized or misleading headlines in
order to attract clicks on a piece of content. It often relies on exaggerating claims or leaving
out key information in order to encourage traffic. The term is generally used in a dismissive
sense.4
Authors may not care whether the article influences the clicker, but only that it encourages
them to share the article further.
This is different from advertising. They aren’t promoting a product, brand or message, but
seek to generate revenue through “clicks”.

4

https://coschedule.com/marketing‐terms‐definitions/what‐is‐clickbait
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Common clickbait examples often conform to formats like these:
“You’ll Never Believe This _________ “
“How to Achieve Results Using This One Weird Trick”
“They Didn’t Know _________ . Then This Happened …”
The aim is often to make content seem more enticing than it might actually be.1

Interested in learning more about click baits? Click here!

This article will change the way you think about click baits forever.
https://medium.com/@TheLeith/this-article-will-change-the-way-you-think-aboutclickbait-forever-fae3e6b7dee5

The marketing perspective
Clickbaits are very important for companies conducting online marketing campaigns.
This article claims that: “90% of the traffic your articles draw will be because of the headline
- not the content that follows. This is because few will see the content that follows unless the
headline is good. That is where "clickbait" headlines come in. […]
Clickbait headlines are attention-grabbers and keep people intrigued with curiosity. They are
short, tempting readers to click on them. And in today's attention-starved online world that
is full of competing content vying for our views, this is exactly what you need to stand out.”5

5

https://blog.reputationx.com/clickbait
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The following picture shows some guidelines when creating a clickbait. Significantly, it
demonstrates that negative headlines bring in many more readers than positive ones, which
has an important relation to clickbaits which attempt to spread fear, hatred, anger or other
negative emotions.

Activity: Create your own catchy headline!
Example: One Amazing Reason Why Clickbaits Can Be Bad For You!
The trainer should choose a topic for the headline, for example, selling a certain product.
Participants can vote for the most catchy headline at the end.
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Memes
Pronunciation like “meem” (rhymes with “seem”)
Some meme examples:

Figure 1: https://www.golfdigest.com/gallery/15-very-funny-and-occasionally-inappropriate-golf-memes

Figure 2: https://metro.co.uk/2019/03/20/lolcats-pepe-frog-memes-became-language-internet-8956420/
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Figure 3: https://www.wix.com/blog/2017/07/what-are-memes/

Figure 4: https://www.wix.com/blog/2017/07/what-are-memes/

“What are memes?6
The original “meme” was a term coined by Richard Dawkins to describe how cultural
information spreads. However, unless you’re wandering through the halls of the nearby
sociology school, when someone mentions the word “meme,” they’re probably referring to a
funny image or a video being shared on social media. The common use of the word “meme,”
6

Taken from https://www.wix.com/blog/2017/07/what‐are‐memes/
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usually refers to the “internet meme,” a subset of the general meme concept.
Meme: A humorous image, video, piece of text, etc., that is copied (often with
slight variations) and spread rapidly by internet users.
Most common internet memes are image macros – photos with a bold caption written in
Impact font. The text will usually be humorous or sarcastic. Aside from this familiar form,
memes can also be a video, GIF, saying, an event or pretty much anything that can be copied
or slightly changed and go viral across the web.
Why do we use them?
If you got this far, you probably understand what memes are, so the next question in line is,
why do so many people use them around the world every day? Simply put, they are the
internet’s inside jokes. They convey a feeling of familiarity and relevance, being a part of
something bigger. The cultural knowledge you gained from years of watching television and
browsing social media channels has now made it possible for you to understand and enjoy
this joke. That’s the secret ingredient that turns memes from regular jokes to viral material.
There are a few more reasons why memes are one of the go-to moves of the average social
media user:






They are eye-catching.
They enable you to express complex ideas through a simple concept by relying on the
meme context, origin, and common use.
They have viral potential.
They push you to paint your creative thoughts in more humorous colours.
They are easy to create and are just too much fun!

How to create them






Memedad.com – Self-explanatory, ads-free, and most important – doesn’t leave a
watermark.
MemeGenerator.net – Probably the most popular of them all. Supports different
languages, offers convenient sharing options, and showcases a list of examples for
each meme.
imgur.com/memegen – A meme generator by Imgur, the popular free image hosting
platform. Straightforward and simple.
https://imgflip.com/memegenerator – Fast, clear, and easy to use. Allows users to
create “private” downloadable memes that won’t go online unless you decide to
publish them.

Article extracts: By Chen Attias, https://www.wix.com/blog/2017/07/what-arememes/
Activity: create your own meme using one of the above websites! Share with the group
when finished, participants can vote on their favourite to see who wins!
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More information about memes: https://theconversation.com/explainer-what-are-memes20789
Meme explainer: https://knowyourmeme.com/

How critical are you online?
The Digital food consumption activity: https://eavi.eu/the-eavi-food-menu/
Participants should take the quiz and share what kind of media consumer they are.
“The EAVI food menu is a reflection of media ingestion and consumption in the current
reality, which seems to be as vital as our food consumption. The things we consume enter
our brain, grow into thoughts, and later, they become a part of ourselves by affecting our
mood and our ability to function. Similar to our diet, where unhealthy food choices lead to
negative health outcomes, in the media world, ”harmful” choices lead to devastating results.
The worth of each media dish is depicted with feelings (emojis) as these media ”dishes” are
inseparably linked with our well-being. People are ”hungry” to consume these media and
communication technologies, and sometimes they are unaware of the potential risks not only
for them but also for the societies they inhabit. Some of them develop a full ignorant attitude,
and some perceive too much information. However, neither will solve the problem. Not all
the media ”dishes” are for us; they affect our health and well-being, our relationships, and
our democracy. It is up to us whether or not we will change our perspective and decide to
”order” a media dish we will enjoy with ease of mind.
This food menu was created to inspire and raise awareness among all of us. It offers food for
thought so that we will ask ourselves which path we want to follow. Media is significant for
the functionality of our societies, and so are we as individual citizens. In these times, we need
to come to the fore to deal with the things that affect our democracy. In the end, hopefully,
we will all be prepared to deal with several situations in our current media reality.”7

Practical critical thinking online: the SIFT method.
When we read new information online, it’s not always easy to tell if it is true or not. Perhaps
it has been shared by a friend or family member, so you are inclined to believe it because you
trust them. However, is this a successful method for analysing a piece of information shared
online?
We will now introduce the “SIFT” method as a way to critically analyse information online.
This can be applied to articles, pictures, memes, groups, posts, opinions, etc. 8
A more detailed infographic can be found here:
https://researchguides.uoregon.edu/c.php?g=612324&p=7297194 (See image on next
page).

7
8

https://eavi.eu/the‐eavi‐food‐menu/
https://hapgood.us/2019/06/19/sift‐the‐four‐moves/
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Text from infographic:

S.I.F.T: Evaluate Information in a Digital World
Fact Check your Feed
Stop
Do you know the website or source of information? Start with a plan. Check your
bearings and consider what you want to know and your purpose. Usually, a quick
check is enough. Sometimes you'll want a deep investigation to verify all claims made
and check all the sources.
Investigate the Source
Know the expertise and agenda of your source, so you can interpret it. Look up your
source on Wikipedia. Consider what other sites say about your source. A factchecking site may help. Read carefully and consider while you click. Open multiple
tabs.
Find trusted coverage
Find trusted reporting or analysis, look for the best information on a topic, or scan
multiple sources to see what consensus is. Find something more in-depth and read
about more viewpoints. Look beyond the first few results, use Ctrl + F, and consider
the URL. Even if you don't agree with the consensus, it will help you investigate
further.
Trace claims, quotes, and media back to the original context
Trace claims, quotes and media back to the source. What was clipped out of a
story/photo/video and what happened before or after? When you read the research
paper mentioned in a news story, was it accurately reported? Find the original source
to see the context, so you can decide if the version you have is accurately presented.
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STOP, INVESTIGATE, FIND, TRACE
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Extract from an article from the New York Times:
Don’t Go Down the Rabbit Hole: Critical thinking, as we’re taught to do it, isn’t
helping in the fight against misinformation.
“It’s often counterproductive to engage directly with content from an unknown source, and
people can be led astray by false information. Influenced by the research of Sam Wineburg, a
professor at Stanford, and Sarah McGrew, an assistant professor at the University of
Maryland, Mr. Caulfield argued that the best way to learn about a source of information is to
leave it and look elsewhere, a concept called lateral reading
For instance, imagine you were to visit Stormfront, a white supremacist message board, to
try to understand racist claims in order to debunk them. “Even if you see through the
horrible rhetoric, at the end of the day you gave that place however many minutes of your
time,” Mr. Caulfield said. “Even with good intentions, you run the risk of misunderstanding
something, because Stormfront users are way better at propaganda than you. You won’t get
less racist reading Stormfront critically, but you might be overloaded by information and
overwhelmed.”
Our current information crisis, Mr. Caulfield argues, is an attention crisis.
“The goal of disinformation is to capture attention, and critical thinking is deep attention,”
he wrote in 2018. People learn to think critically by focusing on something and
contemplating it deeply — to follow the information’s logic and the inconsistencies.
That natural human mind-set is a liability in an attention economy. It allows grifters,
conspiracy theorists, trolls and savvy attention hijackers to take advantage of us and steal
our focus. “Whenever you give your attention to a bad actor, you allow them to steal your
attention from better treatments of an issue, and give them the opportunity to warp your
perspective,” Mr. Caulfield wrote.
One way to combat this dynamic is to change how we teach media literacy: Internet users
need to learn that our attention is a scarce commodity that is to be spent wisely.”9

Practical application of the SIFT method activity:
The trainer should prepare some recent material, which can be found online. If there are
controversial or incorrect claims, this would be a good example.
For example, this video by Nigel Farage. His Twitter account is moreover often full of
inaccuracies and hate speech if the trainer would like to find a more recent example.
https://www.youtube.com/watch?v=NGlIONIcwG8
Ask participants how they feel after engaging with the content. Often, hateful content
inspires negative emotions such as anger, frustration, anxiety or fear. Then, ask them to

9

https://www.nytimes.com/2021/02/18/opinion/fake‐news‐media‐attention.html
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apply the SIFT method to try and critically analyse the information. Participants should
share their conclusions with the group.

Reverse Image Searching
This can be a great tool to find the original source of an image, to see if it has been
manipulated or changed, to find the original narrative, or for many other reasons including
discovering if private photos have been shared online.
How to perform a reverse image search through Google:





Go to www.images.google.com
Click on the camera symbol “search by image”
Upload the image you would like to check
You will find similar images, exact copies, related terms, and relevant websites.

Give it a try yourself!

Finding reliable sources
One way of checking your sources is by using the “CRAAP” method:

“The internet contains a large number of resources that are inaccurate or incorrect.
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Although misinformation is not always intentional, some pages are designed to purposefully
mislead and it is important to think about what you are reading. Anyone can put anything
onto the web.
It is essential that you critically evaluate any resources that you use from the web. Using the
CRAAP method, consider the following:






Currency - when was the information published, posted or updated?
Relevance - who is the intended readership?
Authority - who is the author/source?
Accuracy - is the information supported by clear evidence?
Purpose - what's the purpose of the information?”10

Trainers can find a great resource for analysing sources, and to find a list of unreliable
sources which could be analysed using the CRAAP method, here:
https://docs.google.com/document/d/10eA5mCZLSS4MQY5QGb5ewC3VAL6pLkT53V_81ZyitM/preview
Another great guide for analysing sources can be found here:
https://guides.libs.uga.edu/c.php?g=571070&p=3936511

Preventing online hate
Activity: Brainstorm how these methods can be great tools to prevent hate speech,
discrimination, racism, and abuse online. Consider both for the individual, and on a societal
scale.





Why do you think that these methods could be effective or ineffective?
Are these methods more important than other ways to combat online hate, such as
legislation or stricter measures from social media platforms?
When should we be taught these methods?
For adults who are no longer in school, how could they learn about the importance of
critical thinking in combating online hate?

Sometimes critical thinking cannot help us find the truth, as you can discover in this fun
quiz:
QUIZ: Is this a real Donald Trump quote?
https://www.irishpost.com/entertainment/quiz-is-this-a-real-donald-trump-quote-190145
Critical thinking: the Socratic method
Short explanation of Socrates and the Socratic method of critical thinking:
“The Socratic method takes its name from the Greek philosopher Socrates. It is a form of
cooperative dialogue between individuals, aimed at inducing deep reasoning on a specific
subject. It is based on asking and answering questions to stimulate critical thinking and to
10

http://www.sussex.ac.uk/skillshub/?id=332
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generate ideas and elicit underlying assumptions. It is employed to extractnotions that are
implicit in the speakers' beliefs, or to help them improve their understanding.
When exercising the Socratic method, interlocutors analyse different hypothesis, and those
that lead to contradictions are gradually identified and eliminated, leaving the better ones.
The Socratic method searches for general, commonly held truths that shape beliefs and
analyzes them to determine their consistency with other beliefs. The basic form is a series of
questions formulated as tests of logic and fact intended to help a person or group discover
their beliefs about some topic; exploring definitions, and seeking to characterize general
characteristics shared by various particular instances.”11
“You can use Socratic questioning to:
1. Probe your thinking which helps you begin to distinguish what you know or
understand from what you do not know or understand.
2. foster your abilities to ask Socratic questions for yourself and others, so that you can
use these tools to critically question situations. The more you practise them the more
you will further your learning.
This tool focuses on open-ended questions with the goal of bringing a person to realize an
answer for themselves. It avoids giving an answer without giving any tools for solving the
next questions. As you ask questions, if you are not finding the answer, ask a different
question or ask your question in a different way.”12

Types of questions.
In the Socratic method, there are different types of questions which can be asked13:
1.

Clarifying concepts

These are questions to get people to consider more in-depth what they are asking or thinking
about and prove the concepts behind their argument.
a.
b.
c.
d.
e.
2.

Can you provide an example?
What exactly does this mean?
Can you elaborate more on this point?
Why do you say that?
What do we know already about this?

Probing assumptions

These questions make interlocutors reflect on their assumptions and presuppositions on
which they are basing their argument.
a.
b.
c.
d.
e.
f.

What else could we assume?
You seem to be assuming …?
What would happen if…?
Is that always the case?
How did you chose those assumptions?
Do you agree or disagree with…?

11

https://en.wikipedia.org/wiki/Socratic_method
https://www.kpu.ca/sites/default/files/Learning%20Centres/Think_Critical_LA.pdf
13
Taken from https://www.charlesleon.uk/blog/six‐socratic‐questions‐for‐critical‐thinking2672020
12
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3.

Probing rationale, reason and evidence

These questions are used to dig deeper into the reasoning rather than assuming it is a given.
People often use supports for their arguments that are not well thought-through.
a.
b.
c.
d.
e.
f.
4.

Can you give me an example of that?
How do you know this?
Why do you say that?
What do you think causes…?
Why?
What evidence is there that supports…?
Considering alternative viewpoints

These questions are used to understand if there are other, equally valid, viewpoints
a.
b.
c.
d.
e.
f.
g.

5.

Are there any alternatives?
Who benefits from this?
What is the other side of the argument?
What makes your viewpoint better?
What is another way to look at it? What is the counter-argument?
Who would be affected by this?
What are the strengths and weaknesses of…?

Probing implications and consequences

The argument a person gives may have logical implications that can be forecast.
a.
b.
c.
d.
e.
f.
g.

6.

Is the data making sense?
Are they desirable?
What generalizations are being made?
What are the consequences of that assumption?
How does that affect…?
What if your assumptions are wrong?
What do you think might happen?

Meta-questions. Questioning the question

It is a way of questioning the motives why a question was asked in the first place.
a.
b.
c.
d.

Why do you think I asked the question?
What is the point of the question?
What does that mean?
Am I making sense? Why not?

For a printable handout, see here:
https://www.kpu.ca/sites/default/files/Learning%20Centres/Think_Critical_LA.pdf
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Role play activity: Radio Show
Ask one person to be the host of the radio show, and another person to be the guest/caller.
The radio presenter should introduce a topic to be discussed on the show. This could be a
controversial topic, such as if we should accept refugees, or if homosexual marriage should
be legal.
The caller should have a strong viewpoint which they are defending very strongly. Using
questions, such as the ones above, the radio show host should try to get the caller to go into
depth explaining their views, clarifying their premises, and justifying their assumptions. As
well as questions, they can also use counterexamples, hypotheticals, or counterfactuals.
This can be repeated with different participants on different subjects in order to demonstrate
different Socratic arguments in a fun way.

“Critical thinking checklist:
Identify what's important:
 What are the key ideas, problems, arguments, observations, findings, conclusions?
 What evidence is there?
 Distinguish critical from other types of writing (eg descriptive); fact from opinion;
bias from reason
Evaluate what you find:
 Explore the evidence - does it convince?
 What assumptions are being made and inferences drawn?
 Is there engagement with relevant, up to date research?
 How appropriate are the methods of investigation?
 Is there a consistent and logical line of reasoning?
 Do you agree with what's being said? Why?
 How is language being used (emotive, biased etc.)?
Look beyond what you're reading/hearing:
 What other viewpoints, interpretations and perspectives are there? What's the
evidence for these? How do they compare?
 How does your prior knowledge and understanding relate to these ideas, findings,
observations etc.?
 What are the implications of what you're reading/hearing?
Clarifying your point of view:
 Weigh up the relevant research in the area
 Find effective reasons and evidence for your views
 Reach conclusions on the basis of your reasoning
 Illustrate your reasons with effective examples
© Moira Wilson 2009 All rights reserved”.14
Psychological devices which can hinder critical thinking online.
Confirmation bias

14

http://www.sussex.ac.uk/skillshub/?id=344
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Confirmation bias is the near-universal tendency to favour new evidence that confirms our
existing beliefs or theories. The internet is the greatest fact-checker, but also the greatest
bias-confirmer ever invented.
Cognitive ease
Information which conforms to one’s prior beliefs are less straining than pieces of
information which disagree with our pre-set opinions. Basically, it's easier to believe those
who agree with you. It takes more energy to consider opposing opinions.
Repetition
Possible activity using the interactive software Ahaslides:

When exposed to the same information on social media, even if it is from the same source,
the information is actually more persuasive to the reader.
A reliable way to make people believe in falsehoods is frequent repetition because familiarity
is not easily distinguished from truth. This is often a problem with fake news, hate speech,
misinformation, and disinformation.
Affective arousal
Affective, or emotional arousal happens when we are emotionally charged up and feel
passionate about something. We may be angry, excited, scared, joyful or feel the stimulation
of any other emotion.
Remember that negative emotion spreads faster on social media. The appeal to emotions
leads to "post-truth", loss of trust in politicians, and populism.
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Social media addiction
Article examination:

“What Is Social Media Addiction?
People tend to spend, on average, a lot of time on social media. According to statistics, the
amount of time spent daily on social media by internet users worldwide has been gradually
increasing over the years. If in 2012 users spent on average 95 minutes a day, this amount
has increased to 145 minutes in 2020”.15
“Although checking through social media has become increasingly popular since the
introduction of social media, and the majority of users use them in a non-problematic way, a
there is a minor percentage of users develop addiction to social media platforms and engage
in excessive or compulsive use. It is estimated that in 2021, 330 Million people worldwide
suffer from social media addiction, out of 4.3 Million active social media users.”16 Social
media addiction is a behavioural disorder characterized by excessive and compulsive use of
social media, an increasing reliance on social media as a way to feel good, and an inability to
stop or reduce this behaviour despite the negative consequences that it brings, such as the
loss of social life and friendships, or a negative impact on school performance.
Addiction to social media is similar to any other addiction or disorder, such as substance
abuse, and it may induce changes in mood (one instantly feels better as soon as they engage
in social media after some time off them), salience (i.e., the emotional stimulus provided by
social media), tolerance (i.e., more and more hours spent on social media over time),
withdrawal symptoms (i.e., experiencing negative physical and emotional symptoms when
social media use is restricted or stopped), conflict (i.e., interpersonal problems following
excessive social media usage), and relapse (i.e., users try to abstain from the use of social
media, only to fall back on the same pattern again and again).
Social media usage is connected with the release in our brain of a hormone called dopamine,
also called the “feel-good” hormone. This chemical, rather than giving us pleasure itself,
makes us do things that we think will make us feel pleasure. It causes us to want desire, seek
out and search. Addiction to social media creates a dopamine inducing environment making
users always want to check their accounts, scroll for new posts, look for shares, likes and so
on. Social media platforms such as Facebook, Snapchat, and Instagram produce the same
neural circuitry that is caused by gambling and recreational drugs to keep consumers using
their products as much as possible.
Constant use of these sites affects the brain’s reward area to trigger the same kind of
chemical reaction as other drugs, such as cocaine. In fact, neuroscientists have compared
social media interaction to a syringe of dopamine being injected straight into the system.

15

https://www.statista.com/statistics/433871/daily‐social‐media‐usage‐worldwide/
https://influencermarketinghub.com/social‐media‐addiction‐stats/#:~:text=Depressed%20Read%20more‐
,An%20Estimated%20330%20Million%20People%20Potentially%20Suffer%20From%20Internet%20Addiction,i
nternet%20and%20social%20media%20addictions.
16
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How Social Media Affects the Brain
Social media has the power of capturing users’ attention, which can have an adverse effect on
our brain, and can cause both physical and psychological addiction.
According to a new study by Harvard University, sharing information about oneself on social
media ignites the same part of the brain that is stimulated when taking an addictive
substance. The reward area in the brain and its chemical messenger pathways affect
decisions and sensations. When someone has a rewarding experience, or uses an addictive
substance, neurons in the main dopamine-producing areas in the brain are activated,
causing dopamine levels to rise. Therefore, the brain receives a “reward” and associates the
drug or activity with positive reinforcement.
This same behaviour can be observed when using social media; when a social media user
receives a notification, such as a like or a tagging, a rush of dopamine reaches the brain, and
it’s sent along reward pathways, causing them to feel pleasure. Social media constantly
provide immediate rewards in the form of attention from others for relatively minimal effort.
Therefore, the brain rewires itself through this positive reinforcement, making people desire
likes, retweets, and emoticon reactions.
Another factor contributing to strengthening this addiction is the fact that reward centres of
the brain are most active when people are talking about themselves. In real life, it’s estimated
that people talk about themselves around 30 to 40% of the time; however, in social media
people talk about themselves around 80% of the time. When a person posts a picture and
gets positive social feedback, it stimulates the brain to release dopamine, which again
rewards that behavior and perpetuates the social media habit.
The problem with this high social media usage becomes even more serious when someone
uses these platforms a coping mechanism to relieve stress, anxiety, depression, or isolation.
If social media provide rewards that they are not getting in real life, they will end up using
them more and more. This extended use will eventually lead to other mental and social
problems, such as mood changes, difficulties in relating with other people, decrease in school
performance, and so on. This then may cause them to engage in social media even more,
thus further exacerbating this addiction issue.17
Ask participants to read this article and then to discuss what they found most surprising. For
example, was it the comparison between social media and cocaine? Was it the fact that social
media revolves around talking about oneself? Was it the description of the symptoms of
social media addiction?

17

https://www.addictioncenter.com/drugs/social‐media‐addiction/
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Recognising social media addiction:







Does he/she spend a lot of time thinking about social media or planning to use social
media?
Does he/she feel urges to use social media more and more?
Does he/she use social media to forget about personal problems?
Does he/she often try to reduce the use of social media without success?
Does he/she become restless or troubled if unable to use social media?
Does he/she use social media so much that it has had a negative impact on his/her
job or studies?

If you answered “yes” to a more than three of these questions, then you may have or be
developing a social media addiction.18

Consequences of social media addiction:
According to many studies, there is a clear correlation between social media use, mental
health problems, and low self-esteem. While there are advantages to using social media,
using them too often can cause unhappiness and isolation. Some of the reasons why social
media can produce these negative consequences on people have to do with the social
pressure of needing to share things with others, as well as the comparison of our lives with
that of others.
Curated content: On social media, people often compare their offline lives with the lives
that others project online, which are often filtered and edited versions, and this can have a
negative effect on someone’s mental health and their perception of themselves.
Anxiety and depression: Comparing oneself to others continually can provoke a
heightened sense of awareness of self, and “Constantly comparing oneself to others can
lead to feelings of self-consciousness or a need to constantly appear perfect and in order,
which can lead to social anxiety disorder.
Fear of missing out (FOMO): The perception that other people are living better lives,
or experiencing better things, and that you are missing out.
At-Risk Youth: It is estimated that around one fourth of young people who spend 3 or
more hours a day on social media show signs of poor mental health. Excessive use of
social media platforms can have more serious effects on children and young adults
because their brains and social skills are still developing. Research has shown that
teenager who regularly uses social media from a young age have problems interacting
with other people. Even if users interact with each other on these platforms, things are not
the same in the real world. Studies demonstrate that these individuals experience more
social anxiety in groups, higher rates of depression, negative body image, and lowered
levels of empathy and compassion towards others when surveyed.
Isolation: Many studies have shown that people who use social media platforms heavily
are three times more likely to experience feelings of isolation and depression.
Eating disorders: Being constantly exposed to images of perfect bodies and unrealistic
beauty standards on social networking sites can affect the way a teenager’s perception of
their own body. There is a demonstrated negative correlation between time spent on
social media and body image. The more time spent on social media, the higher the risk of
reporting eating and body image concerns.

‐

‐

‐
‐

‐
‐
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https://www.addictioncenter.com/drugs/social‐media‐addiction/
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Cyberbullying: People who spend more time on social media are more likely to engage
in cyberbullying. Cyberbullying may be the result of negative consequences brought by
heavy social media usage (i.e. tiredness, poor school performance, conflict with friends or
parents), or it might be done just as a way to get more likes and shares, and comments.
This type of abuse has led to an increase in suicide rates among young adults, as well as an
increase in levels of anxiety among young people.
This can be turned into a mix and match activity or quiz activity by the trainer.

Trolling, empathy and emotional intelligence
Trolling
If you troll someone, you deliberately try to upset them or start an argument with them,
especially by posting offensive or unkind things online.
This can have the intent of provoking readers into displaying emotional responses. It can
also be for the troll's amusement, or to achieve a specific result, such as disrupting online
activities or manipulating a political process.
See: https://onezero.medium.com/why-people-become-internet-trolls-4dbffaeaa74f

Doxxing (- from "dox", abbreviation of documents)
Search for and publish private or identifying information about (a particular individual) on
the internet, typically with malicious intent. For example, address, contact details,
workplace, private information (such as medical history)

Twitter bots
Twitter bots are automated Twitter accounts controlled by bot software. While they are
programmed to perform tasks that resemble those of everyday Twitter users — such as liking
tweets and following other users — their purpose is to tweet and retweet content for specific
goals on a large scale.
This can amplify certain content, can reach larger audiences, or can make information
appear to have support.

Case study: Jessikka Aro (Finnish journalist)
Jessikka Aro was investigating pro-Russian troll factories in 2014, which use Twitter bot
"armies". She became the target of a systematic campaign of abuse, including online trolling
and doxxing.
Her contact information, put online along with disinformation, received nasty and
threatening messages. They published private health information (such as drug problems
she had when she was younger). They released information about where she was giving
presentations.
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There was a music video campaign: alleging she was a "stupid blonde" who was only
imagining this whole troll phenomenon. They hired an actress to play her in some of these
videos, and they shared these videos on Twitter and Facebook.19

The empathy deficit, toxic disinhibition and deindividuation
“Empathy deficit”
The human brain was primarily designed for face-to-face interaction. It hasn’t had time to
adapt to communication over the internet.
Nonverbal communication — facial expressions, gestures, and voice qualities — provides the
precise social context of an interaction. While the claim that 93% of communication being
nonverbal is inaccurate, it is a crucial part of how we communicate. Words alone can only go
so far. Even if we used the full 170,000 words currently in use in the English language, we
still couldn’t convey what an expressive face or a suggestive voice could.
Most internet discussions only allow words. Well, words and emojis and GIFs and stickers
and all the other substitutes created to replace nonverbal cues.
If you say something mean to my face and make me cry, you will probably start to feel
uncomfortable. Unless you’re especially mean or psychopathic, my distress will trigger an
empathic response and lead you to have mercy. If you tweet something mean and make me
cry, no amount of emojis can convey what the sight of a grown man weeping can. If there is
no social cue to elicit an empathic response, you might continue your tirade of meanness.
The absence of nonverbal feedback leads to an “empathy deficit,” and this is what sociopaths
suffer from.

Toxic disinhibition
When you combine an empathy deficit with the anonymity of online interactions, you get
“toxic disinhibition,” which is more than just the phenomenon of being rude to bar staff after
that fifth shot of tequila.
Anonymity can lead to “deindividuation” — a temporary loss of one’s identity leading to
behavior incongruent with one’s character. It explains why groups of civilized people can
engage in riots. It also explains trolling. If a lack of nonverbal cues is what makes us
detached from the other person’s suffering, deindividuation is what makes us detached from
the awareness of our misconduct.
True anonymity offers protection from real-world social repercussions, and this has
profound effects on human behavior. The image-based bulletin board 4chan, where
registration isn’t possible and users remain anonymous, has been infamous as a troll
incubator for this reason. When there are no real-world consequences to your actions, it
liberates you from a lifetime of societally inhibited behaviors. Society discourages antisocial
behavior and encourages prosocial behavior, so it is antisocial behavior that seeks liberation.

19
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We are a delicate balance between prosocial humans and antisocial primates. When society
cannot enforce prosocial human behaviour, the antisocial primate may come back into
power. And thus the troll is created.”20
Activity: write down some thoughts, feelings or other emotions. For example, “I am
hungry”, “This class is so boring”, “You are scary”, etc. Ask participants to communicate
these emotions non-verbally, and the other participants must guess what they are
conveying. This can be done in teams as a competition. The idea is to show just how much
we can communicate without words.

Emotional intelligence (from The Conversation)
“Empathy is an interpersonal skill that can be viewed as part of emotional intelligence.
Psychotherapist Carl Rogers wrote that empathy could enhance relationships and
recommended it for ordinary people and therapists.
Studies support its value. Health professionals who show high levels of empathy tend to
get better adherence to treatment from their patients and better patient outcomes. And
beyond health care, empathy is associated with better personal relationships and more
successful social behaviour.
Empathy involves understanding the emotion of another person, feeling it and responding
appropriately. In its most complete form, empathy involves understanding the emotion of
another person, feeling the emotion and responding appropriately to it. These three aspects
of empathy constitute empathic cognition, emotions and behaviour.
Some people are good at understanding the emotions of others but not at feeling them or
commenting on them. So can we teach people the parts they lack?

Naturally learning empathy
People who have an antisocial or narcissistic personality tend to have empathy impairments.
So do those with autism or schizophrenia. There are also many children and some adults
without a mental diagnosis who are low on empathy.
Some people are genetically inclined to be highly empathic or not. But, generally, we develop
empathy as children, primarily through observing how others show it.[…]
Parents can model empathy by showing it when the child has a strong emotion, whether fear,
surprise or something else.
They can prompt empathy by asking the child questions like, “How do you think your
brother felt when you threw his toy and it broke?” They can also praise the child for showing
empathy.

So can we teach it to adults?
Many parents, health-care professionals, teachers, work supervisors and romantic
partners would likely benefit from higher levels of empathy. As would anyone low in
empathy for whatever reason.
20
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Researchers have examined whether it is possible to increase cognitive, emotional and
behavioural empathy through formal training. The methods used to teach someone to be
more empathic are in many ways similar to those used to teach a new dance or how to give a
good public speech.
Training typically includes four elements. The first part usually involves instruction about
the benefits of showing empathy, how to identify emotions in others, how to feel those
emotions and how to comment appropriately on them.
Next comes providing models of a person showing empathy in response to something
another has said or done. The models can be live, on video or audio, or written. The situation
optimally includes a positive response to the appropriate expression of empathy. The model
might sometimes fail to show empathy and subsequently demonstrate a better response.
The third step is practice at showing empathy. This might occur live with the trainer or
online in response to written or audio comments or actions of another person. The practice
would include, when possible, showing empathy in real situations outside training sessions.
The last step involves constructive feedback on attempts to show empathy. The feedback
typically includes praise when the person has reacted appropriately. It might also include
information about how better to assess the emotion of another person or respond to the
emotion.[…]

Can we teach ourselves?
Adults can increase their empathy outside formal training. They can start by looking for
signs others are experiencing an emotion. These can include facial expressions, postures,
sighs, tone of voice, the content of what they say and their apparent situation.
If we imagine ourselves in the situation of another person, we take an additional step down
the path of empathy. If we develop a hypothesis about the person’s emotion and gently
present that to the other person, we may get valuable feedback and complete a selfinstruction experience in empathy enhancement.
Of course, not everyone stands to gain from increasing empathy. Those in occupations that
require dealing in an assertive or harsh manner with others might not benefit professionally.
Consider the pressures on combat soldiers and police officers.
But for most people increasing empathy would have positive effects. Life provides
opportunities for enhancing our own empathy. We just need to look for them.”21
In order to teach empathy, this article suggests using Behaviour Skills Training. There is
more information about this type of training here:

21
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Behaviour Skills Training
“Behavior Skills Training (BST). It is a method to teach students, staff, parents, and
anyone else you are teaching a new skill. Dr. Miltenberger defines BST as “a procedure
consisting of instruction, modeling, behavioral rehearsal, and feedback that is used to teach
new behaviors or skills” (2004, p. 558).22 And that’s exactly what it is, a 4-step teaching
strategy that works!

BST teaches a person what to do — that is, what behaviors to engage in under a particular
circumstance. It allows for practice within the program so that the person can become fluent
with the skills. It is an effective train-the-trainer procedure. And perhaps most importantly,
can be individualized to each person. Sounds pretty good, doesn’t it?
Let’s break down each of the steps:
Instruction – Provide a description of the skill, its importance or rationale, and when and
when not to use the skill. Repeat this step as necessary.
Modeling – Show your participant how to perform the skill. In-vivo modeling is
recommended.
Rehearsal – Practice, practice, and practice! Allow the participant opportunities to practice
the skill. Recent research suggests that participants should be able to practice in-situ. The
trainer should record data on correct and incorrect responding during this step.
Feedback – The trainer should provide positive praise for correct responding and some
form of corrective feedback for incorrect responses.
Some requirements before you can implement a BST program include: the person receiving
the training must have the pre-requisite skills required for the behaviors you are teaching,
the skill must include a chain of behaviors (a number of skills), and you must be able to roleplay or video model the skills.
In a Registered Behavior Technician training course I was providing, I used BST to teach
various skills to participants. Any skill I was teaching that met the afore-mentioned
requirements I taught using BST. Based on the feedback forms from eight cohorts,
participants reported that they enjoyed and learned the most when they got to practice the
skills being taught, and got immediate feedback.
Here’s an example of how it was used in the training. The skill was implementing preference
assessments with clients.

22
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Instructions were provided on why preference assessments are done, when and with whom
to do them, how to use the data sheet, the materials required, and how to complete the
assessment.
I modeled completing a preference assessment, using one of the course participants as my
“client.”
Participants paired up and practiced administering the preference assessment with their
colleagues. Participants were able to practice the skill as each preference assessment
included 30 trials!
I went to each group and provided feedback on what each person was doing correctly and
incorrectly.”By Zainab Fazal.23
The trainer should engage participants in this 4-step BST in order to improve empathy while
online, using the information from the two articles above. Afterwards, participants should
discuss the benefits of being more empathetic online, and how this can prevent online
dangers such as hate speech, trolling, and discrimination online.

Case Study
Use case study material for this activity: the case study should be presented and discussed
with the group to provide a practical example of the issues presented in this chapter.

Evaluation
Activity: Give each participant a piece of paper. Ask them to draw around their hands. On the
fingers of one hand, they should write new things they have learned. On the fingers of the
other hand, they should write things which they would like to learn more about. In the palm
of the first hand, they should write things that worked well in the session. In the palm of the
second hand, they should write things which could be improved. At the end, participants
should all display their hands on the wall or on a table, so that all participants can look at
each other’s hands. If anybody would like to present theirs, this would also be welcome.
The trainer should end the session by summarising the topics they have studied, what they
have learned, some of the feedback from the evaluation, and some further reading if they
would like to continue studying these topics.
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Case Study
Country of case study

Global

Language of case study

English

Main resources

Online, social media
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What are the case study
aims and objectives?






To understand the problem of misinformation on
social media
To recognise how critical thinking is an important
tool to combat misinformation
To successfully apply the CRAAP method
Learning how to search for better resources online
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Top highlights







Detailed description of
the case study

Imagine you received this message on WhatsApp.
You have decided to employ your critical thinking
skills before you believe this information
You, therefore, decide to employ the CRAAP method
After using this method, you find that this is actually
misinformation
You also learn how to search for more reliable
resources, and you recognise the problem of
misinformation on social media

Imagine that you’re on WhatsApp, and one of your work
colleagues forwards you this message (in the image above).
You’ve never heard of this solution before, and your
colleague has not given you any further information, such
as where this information comes from, or why they are
sending it to you.

Therefore, you must use your critical thinking skills. You
decide to apply the CRAAP method:

“Currency - when was the information published, posted
or updated?
Relevance - who is the intended readership?
Authority - who is the author/source?
Accuracy - is the information supported by clear
evidence?
Purpose - what's the purpose of the information?”

You consider them in turn:

Currency – you don’t know when the information was
published, posted, or updated. All you know is that your
colleague just sent it to you, but you have no further
information about its currency.

Relevance – it does not seem to have a particular audience,
but it seems that it’s intended for anyone who might get or
who has caught coronavirus.
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Authority – you don’t know who the original author or
source is. You can see that it has been forwarded, so you
assume that your colleague is not the author of the
content, but you do not know who the information was
forwarded from, or who the original source is.

Accuracy – there is no evidence given alongside this
message. You, therefore, decide to use your digital skills,
and you start searching online:

https://www.google.com/search?q=whatsapp+covid+cure
+garlic+hot+water

You find some reliable sources that mention that this
information could be fake:









https://www.bbc.co.uk/news/world-51735367
https://www.who.int/emergencies/diseases/novelcoronavirus-2019/advice-for-public/myth-busters
https://www.ha-asia.com/50-fake-frequentlyforwarded-covid-19-whatsapp-messages/
https://www.politico.eu/article/the-coronaviruscovid19-fake-news-pandemic-sweeping-whatsappmisinformation/
https://www.news18.com/news/buzz/in-indiafake-whatsapp-forwards-on-coronavirus-arespreading-faster-than-the-disease-2526195.html
https://www.nytimes.com/2020/03/18/health/cor
onavirus-cure-gargle-water.html
https://observers.france24.com/en/20200417fake-covid-19-remedies-circulate-african-socialmedia

After briefly reading this information from trusted sources
you now think that this could be misinformation which is
being circulated on social media.

Purpose – you are not sure exactly of the purpose, if it is to
spread misinformation, or if your colleague really thinks

39

that they are helping you in case you become ill with
coronavirus.

It seems, using the CRAAP method, that there is a lot of
unknown information, and many things cannot be
discovered (such as the original author), verified, or tested.
After finding reliable information, you identify this
message as misinformation which is circulating on social
media.

You decide to keep following trusted sources, and to
discuss with your colleague the possibility of it being
misinformation so that they don’t continue to share it and
put other people at risk.
Describe local, regional
national and
international Impact

“Misinformation can be deadly. The Covid-19 pandemic
has demonstrated that fact clearly and tragically. […]

We are in the midst of a perfect storm of misinformation,
where the wrong information or lack of it can be deadly.
Many governments and health authorities are doing
everything in their control, but real-time crisis
communications in an age of digital platforms has become
a lethal challenge.[…]

We know what “normal misinformation” looks like, but the
infodemic is different because of the synchronous global
scale; it’s bigger, badder, and potentially deadlier. As
scholars, we must organize research for action.

During the course of the pandemic, tech companies have
implemented changes to direct attention to authoritative
content. Google has added a Covid-19 portal as the top of
any results for related searches. Twitter has significantly
strengthened its policies around taking down any “content
that directly goes against guidance from authoritative
sources of global and local public health information.”
Facebook has launched a Coronavirus Information Center
so people can receive locally relevant information.
WhatsApp has partnered with the WHO and governments
around the world to help people search for relevant
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information on the messaging platform in multiple
languages. Apple has partnered with the Centers for
Disease Control and Prevention (CDC) to build an app to
help people assess their symptoms. Yet, it’s still not
enough.

There will never be enough good information to
counterweight bad information. In the same way as
hospitals face unprecedented pressures in terms of
numbers of beds, masks, and ventilators, well-meaning
information portals and chatbots aren’t enough to
adequately tackle the scale and potential harm that will
come from unmoderated misinformation during this
pandemic.[…]

Misinformation can spread like a virus, using networks
and contact to travel from person to person through clicks,
likes, and shares. Its vectors of attack are often online
influencers and political pundits with vast

hypersocial networks. Health professionals cannot be
expected to communicate their research and advisories
over social media at the same volume because they often
have small and limited networks. As researchers, the
challenge ahead of us requires an answer to this question:
What must change so internet users get authoritative,
timely, relevant, and local information first and foremost?”
From: https://items.ssrc.org/covid-19-and-the-socialsciences/mediated-crisis/misinformation-is-everybodysproblem-now/
Conclusion

This case study is intended to show a possible scenario
where a piece of misinformation is received via social
media.

It shows how critical thinking methods can help identify
problems with the information, how to search for more
reliable information, and steps to take in order to
distinguish truth from fake news.
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These methods are of great benefit to the individual,
community, and society in general, considering the
enormous negative impact misinformation and
disinformation can have.
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CHAPTER 2
Fake news
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Unit’s
general
aims

Specific
Learning
Objectives

Topics
covered in
this
session

● To help learners develop their knowledge and
understanding of the importance of noticing fake news on
social media
● What is False Information (Fake News)?
● What is “fake news” mostly on?
● What is “fake news” mostly related to? (Politics-healthsports-daily life?)
● How to protect our own privacy/safety against it?
● How to spot fake news?
● How to manage critical thinking?
By the end of the session the learner should be able to:
● Check any news from different sources;
● Decide if the news is fake or not – how to spot ;
● Sourcing, verifying and reaching the correct information;
● How to imply critical thinking in cases;
● How to save personal security.

1) Is fake news related to health (diet) and reproduced
myths?
● Is this related to health (diet) and reproduced myths?
● Are fake news related to politics and migration?
● Cases of fake news about someone's death, what is their
purpose?
2) When does most fake news arise?
● Fake news and the groups that have emerged (antivaccine, flatlanders), why?
● What is the purpose of dispersing information? How to
navigate through the information transfer and how to
filter it?
● How to apply critical thinking in this case. It is worth
highlighting a few basic steps that in this case will be
worth using and what to look for (sources, reliable
websites).
3) What are the consequences of adults and possible
threats?
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4) What characterizes a good source of information?
5) Sample practice
Approximate length of the
Number of learners on register
session
6x60’ (6 hours)
6-10
Notes about the lessons/classes within the session plan
Class profile
Does this group have any prior knowledge of the subject? Yes, they should
be aware of the subject and they should have basic skills of ICT
usage
Does this group work with vulnerable groups? MOSTLY
Does this group work with children? Not necessarily
Does this group have an extensive online presence / understanding of social
media platforms? YES
Gender: MIXED
Age range: +55/ and teenagers
Other info:
Mixed group of learners; teenagers and seniors. A fast introduction with the
technological devices, especially seniors face many problems while using and
surfing on the net. Not being aware of the ‘Fake news’ problem, they may
easily become the victims of the net. Bearing in mind these two main
disadvantages, the elderly are afraid of joining social media communities or
restrict themselves from technical opportunities. With a mixed group of two
generations (teenagers and +55 seniors) participants will get the courage to
feel more secure and ability to use ICT devices more.
Suggested pre-unit preparation (include any work, research, or reflection
that learners should do before participating in this training)
Ask learners to:
● Make a simple research on the net about ‘Fake news’.
● Read/find some examples of fake news on the net (on local or foreign
media).
● Find at least one ‘fake news site ‘on the net to give out examples.
● Make a list of how they decide if any news is fake or real.

References

45

Websites:












Türkiye’desosyalmedyaveyalanhaber: Sahadannotlar by SuncemKoçer, 2 April
2019, https://www.newslabturkey.org/2019/04/02/turkiyede-sosyal-medya-veyalan-haber-sahadan-notlar/
What is fake news? Definition, types, and how to detect them, 27 July 2020,
https://www.ionos.com/digitalguide/online-marketing/social-media/what-isfake-news/
Critical Thinking and Fake News, https://www.skillsyouneed.com/learn/fakenews.html
How to spot fake news,
https://learnenglish.britishcouncil.org/skills/reading/intermediate-b1/how-tospot-fake-news
Snopes, https://www.snopes.com/
Yalanhaberpaylaşımında 65 yaşınüstündekilerlider, 15 January 2019,
https://tr.sputniknews.com/20190115/yalan-haber-paylasim-yas-ustu-lider1037100212.html
İNTERNET VE SOSYAL MEDYADA YALAN HABER VE SONUÇLARI byŞahin
BAYZAN - BilişimUzmanı, 11 September 2017,
https://www.guvenliweb.org.tr/blog-detay/internet-ve-sosyal-medyada-yalanhaber-ve-sonuclari
5 fake news about migration, 8 July 2019, https://www.tdh.ch/en/news/5-fakenews-about-migration
Tips to spot false news, 23 March2020,
https://www.facebook.com/journalismproject/programs/third-party-factchecking/tips-to-spot-false-news
Migration, fake news and media ethics,
https://www.friendsofeurope.org/events/migration-fake-news-and-media-ethics/

Articles and papers:












‘Fake news’ is undermining trust in food. Facts should remain facts? By Katy
Askew, 26 February 2019,
https://www.foodnavigator.com/Article/2019/02/26/Fake-news-is-underminingtrust-in-food-Facts-should-remainfacts?utm_source=copyright&utm_medium=OnSite&utm_campaign=copyright
When fake health news goes viral. New study examines what makes people
susceptible by Danielle Masterson, 11 March 2021,https://www.nutraingredientsusa.com/Article/2021/03/11/When-fake-health-news-goes-viral-New-studyexamines-what-makes-people-susceptible
The political effects of migration-related fake news, disinformation and conspiracy
theories – study, 24 May
2017,https://politicalcapital.hu/news.php?article_read=1&article_id=1505
‘Death by Twitter’: Understanding false death announcements on social media and
the performance of platform cultural capital by Nansen, B., O’Donnell, D., Arnold,
M., Kohn, T., & Gibbs, M. in First Monday, 24(12), 2019,
https://firstmonday.org/ojs/index.php/fm/article/view/10106/8294
Here are the tools that could be used to create the fake news of the future by Philip
Bump, 12 February 2018, https://www.washingtonpost.com/gdprconsent/?next_url=https%3a%2f%2fwww.washingtonpost.com%2fnews%2fpolitic
s%2fwp%2f2018%2f02%2f12%2fhere-are-the-tools-that-could-be-used-to-createthe-fake-news-of-the-future%2f%3fnoredirect%3don&noredirect=on
How to Spot Real and Fake News by the Mind Tools Content Team.
https://www.mindtools.com/pages/article/fake-news.htm
True or false? How much is fake news influencing our lives? By William Von

46






Gordon, Press University of Derby Magazine,
https://www.derby.ac.uk/magazine/issue-12/influence-of-fake-news/
Fake news! A sampling of the worst nutrition advice of the year by Cheryl
Ogaranko, January/February 2018, https://www.wavemag.ca/2018/01/fakenews.php
When fake health news goes viral: New study examines what makes people
susceptible by Danielle Masterson, 11 March 2021, https://www.nutraingredientsusa.com/Article/2021/03/11/When-fake-health-news-goes-viral-New-studyexamines-what-makes-people-susceptible
The use of critical thinking to identify fake news: a systematic literature review by
Paul Machete and Marita Turpin,01 April 2020,
https://link.springer.com/chapter/10.1007/978-3-030-45002-1_20

Reports and studies:


Migration, fake news and media ethics. Report,
https://www.friendsofeurope.org/wp/wp-content/uploads/2019/05/05-07-MIGPI-Media-role.pdf

Images:















https://twitter.com/TheProgressives/status/1240693648750022658/photo/1
https://www.snopes.com/fact-check/loki-reflection-tom-hiddleston/
https://www.sigroofing.co.uk/info-hub/insightmag/insightnewspastissues/insight-issue-27/market-your-business/how-can-membership-benefityou/
https://icds.ee/en/discussion-on-the-role-of-media-and-journalists-instrengthening-national-resilience/
https://id.pinterest.com/dwiindrapurnomo/decission-making/
https://www.faunatura.com/algunas-curiosidades-moscas.html
https://pl.pinterest.com/pin/172473860715720778/
https://twitter.com/theprogressives/status/1240693648750022658?lang=sk
https://slidetodoc.com/diyanet-leri-bakanl-22-dnem-din-grevlileri-bulumas/
https://www.theverge.com/2019/1/9/18174631/old-people-fake-news-facebookshare-nyu-princeton
http://quotespictures.com/believe-nothing-no-matter-where-you-read-it-or-whohas-said-it-astrology-quote/
https://id.pinterest.com/dwiindrapurnomo/decission-making/
https://globalnews.ca/news/2127858/mutant-daisies-fukushima-flowers-likelymutated-by-fasciation-not-radiation/
https://twitter.com/BlrCityPolice/status/1201783800893624321?fbclid=IwAR2i
NxEFPXgqptds5hj8IDc_qbPXqNzjrsCniQq0Gm-VAOAWG3StVcSCH5o

Further reading

47


















Impact of fake news and myths related to Covid-19 by Robin kabha, Ahmed
Mostafa kamel, MoatazElbahi, Abdu Mohamed Dawood Hafiz, WidedDafri in
Journal of Content, Community & Communication
Vol. 12 Year 6, December – 2020,
https://www.amity.edu/gwalior/jccc/pdf/dec_25.pdf
Defining and detecting fake news in health and medicine reporting by Trevor
Treharne, Andrew Papanikitas in Journal of the Royal Society of Medicine, Volume
113 Issue 8, August 2020,
https://journals.sagepub.com/doi/full/10.1177/0141076820907062%E2%80%A2
3 examples of #fakenews from the world of nutrition research by Kamal Patel,
https://examine.com/nutrition/3-examples-of-fakenews-from-the-world-ofnutrition-research/
Fake news!A sampling of the worstnutrition advice of the year by Cheryl Ogaranko,
2018, https://www.wavemag.ca/2018/01/fake-news.php
Dieting on ‘fake news’: Institute for Optimum Nutrition busts 5 diet myths by Katy
Askew, 27 February 2019,
https://www.foodnavigator.com/Article/2019/02/27/Dieting-on-fake-newsInstitute-for-Optimum-Nutrition-busts-5-diet-myths
CNN Business, https://edition.cnn.com/interactive/2019/01/business/pentagonsrace-against-deepfakes/
Dealing with Fake News and Internet Fact-Checking Platforms by NurhanKavaklı,
2019,https://openaccess.iku.edu.tr/handle/11413/4899
Fake news and what we can do about it,
https://www.adl.org/sites/default/files/documents/assets/pdf/educationoutreach/fake-news-and-what-we-can-do-about-it.pdf
Hoax or No Hoax? Strategies for Online Comprehension and Evaluation by
Deborah Kozdras, James L. Welsh, https://www.readwritethink.org/classroomresources/lesson-plans/hoax-hoax-strategies-online?tab=4
Is this a hoax?
https://www.readwritethink.org/sites/default/files/resources/1135_hoax.pdf
Can you spot a fake news story?, 21 February 2017,
https://www.bbc.co.uk/newsround/39032291
Coronavirus: The viral rumours that were completely wrong by Marianna Spring, 6
August 2020,https://www.bbc.com/news/blogs-trending-53640964
Futbolcu Christian Eriksen’inkalbinin Covid-19 aşısınedeniyledurduğuiddiası,
https://teyit.org/analiz-futbolcu-christian-eriksenin-macta-covid-19-asisinedeniyle-rahatsizlandigi-iddiasi

Lesson Plan
TIME

CONTENT

SUGGESTED ACTIVITIES

48

RESOURCES

20
mins

●
●
●

Introduction
Warming up
Ice breaker

●
●
●

Presentation and discussion
Memory games
Icebreaker: matching to
work in pairs randomly –one
teenager to an adult

●
●
●
●

The introduction of the
trainers and participants,
welcoming
10
mins

Reason for attending course
and general outlines of the
training

●

Experience of the trainers,
what special objectives are
targeted.
60
mins

●

Topic 1

Is fake news related to health
(diet) and reproduced
myths?

●
●
●
●

60
mins

●

Topic 2

When does most fake news
arise?

●
●
●

●

●
●
●
●
60
mins

●

Topic 3

What are the consequences
and possible threats to
adults?

●
●
●
●

Request pairs to do a list of
their reason for attending the
course, how careful they are ●
●
on social media and on the
net

What is understood when
you say fake news?
Is this related to health (diet)
and reproduced myths?
Is fake news related to
politics and migration?
Cases of fake news about
someone's death, what is
their purpose?

●

Initial reflection
Theoretical presentation
Fake news and the groups
that have emerged (antivaccine, flatlanders), why?
What is the purpose of
dispersing information? How
to navigate through the
information transfer and
how to filter it?
How to apply critical
thinking in this case.
Basic steps to spot if it is fake
Group exercise
Debate

●

Initial reflection
Theoretical presentation
Group exercise/ listing
threats
Debate

●

49

●
●
●

●
●
●

●
●

Computer
Projector
Pens
Paper
A bag to draw
lots

Pens
Paper

PowerPoint
presentation
Explanation
Demonstratio
n
PC/Internet
usage

PowerPoint
presentation
Explanation
Demonstratio
n
PC/Internet
materials

PowerPoint
presentation
Explanation
Demonstratio
n

60
mins

60
mins

30
mins

●

Topic 4

What characterizes a good
source of information?

●

●

Case Study

Feedback and evaluation

●
●
●
●

Initial reflection
Theoretical presentation
Group exercise/listing ideas
Debate

●

●
●
●

●

●
●

Initial reflection
Reading and testing
Checking the website and
giving out reasons (listing)
Group discussion
Analysis

●
●

Group discussion
Guided discussion

●
●

●
●

PowerPoint
presentation
Explanation
Demonstratio
n
Case study
material
PDF (reading)
Online web
material(webp
age)

Introduction/Ice breaker
With the provision of sufficient number of participants, a brief explanation is given to the
group consisting of different age groups in the activity area, about what is aimed and what is
expected in general. Each participant introduces themselves and explains their expectations
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from the activity. It is ensured that the participants get together in general. The course
instructor explains the activities and the process in general. It is stated that the activities will
be done in an interactive way with the presentation of slides that will, theoretically, be
prepared by the trainer. In the practical parts, the partners are expected to work in harmony,
and in case of incompatibility, partners can be exchanged.
The matching method in the studies is to be decided - random or with the possibility to
choose. Working partnerships are formed.

Warming up
Acronyms
“Acronyms are the creation of a new word or phrase consisting of the first letters of these
words. For example acronym to help you remember the names of the North American Great
Lakes (Huron, Ontario, Michigan, Erie, Superior):”24






Huron
Ontario
Michigan
Erie
Superior

A Memory Palace
“This technique involves selecting a well-known place and then associating things we want to
remember with it.
Your palace will be your hair, eye, nose, mouth, neck, chest, abdomen, genitals, leg, foot. You
don't need to remember it, but the order of these things is very easy to recreate.
You have this list to remember: a car, a hen, a shovel, a volcano, a shell, a telephone,
a candle, a ship, a notebook, and a window. Now you just need to connect the item to a slot in
your palace. Remember, don't just read, but imagine each description. Seeing the picture is
the most important thing to do.
Hair and car. Imagine driving your car through the tangle of your hair.
The eye and the hen. You open your eye, and suddenly you get very painfully pecked in the
eye.
Nose and shovel. You take a line from the shovels up your nose.
Mouth and volcano. Suddenly, a volcano erupts in your mouth so hard that it bounces, and
you get hiccups.
Neck and shell. At the speed of light, millions of little shells cling to your neck.

24

https://policealna.gowork.pl/blog/mnemotechniki‐10‐najskuteczniejszych‐technik‐zapamietywania/
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Cage and phone. You tighten the chest with all your strength, you tensed it so tight that at
one point the phone popped out of it.
Belly and a candle. A huge candle the size of the Palace of Culture is drilled into your belly
button.
Genitals and the ship. Your turn, be creative, you will remember this association for sure.
Leg and notebook. Your pants are tearing, and a notebook flies out like a bird.
Foot and window. You're wearing shoes, but you don't untie your laces to take them off. You
have to open it like a window.”25

General aims to attend the course
After talking about the meeting and its general purposes, explanations about fake news are
made. All participants are asked to express their opinions on issues such as how fake news
affects our lives and what kind of negative consequences they cause in our current life.

Fake news
In simple terms, the trainer asks the participants what fake news is. It focuses on obtaining
different definitions and ultimately choosing who has the most accurate definition. The
universal dimensions of fake news are drawn. There is a mutual exchange of opinions on
issues such as how much fake news we are exposed to and what kind of harm it may cause.
The following superficial information is given to the participants.
Two years ago, a study conducted by the Massachusetts Institute of Technology (MIT) in the
United States revealed that fake news spreads on social media six times faster than true
news. Examining the spread of a total of 126,000 news stories on Twitter between 2006 and
2016, the research team concluded that false news is 70 percent more likely to be shared on
social media than true news. The accuracy and falsity of the news, the spread of which was
examined within the scope of the research, was also checked with six different verification
platforms. The findings, published in the journal Science, are striking. But the real questions
are still unanswered, or even unasked.
1.
2.
3.
4.

What is understood when you say fake news?
What does the truth or falsehood of the news mean?
What do users- who share news on social media – aim for?
How do the contexts that frame the daily lives of users shape the answers to these
questions?

Pair work:
Groups of participants are asked to give at least two answers for each of the above 4
questions. (max 3 words)

25

https://nonstopdoprzodu.pl/mnemotechniki/
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Answers are written on a separate cardboard for each question to see all the answers later
and compare them among different groups. The best defining words can also be voted at this
stage.
Considering these questions, we understand the importance of addressing the issue of social
media and news qualitatively and going beyond the determinations to deeply examine news
sharing on social media as a social performance. In this respect, the remarkable thing about
the MIT study is that it left out the bots while dealing with the spread of fake news with such
an extensive dataset. In other words, fake news is spread on social media not by bots, but by
living people. Social media is a cultural space where subjects behave in one way or another,
display their identities and belongings, and transform them with their performances. This
understanding constitutes a starting point for research that approaches the subject with a
qualitative perspective.
Fake News:Fake news refers to false reports or misinformation shared in the form of
articles, images, or videos that are disguised as “real news” and aim to manipulate people’s
opinions. Fake news is spread by social media users and hidden social bots which comment
on, repost, and retweet such news items.
Today, around 70% of the news in the written and visual media and social media all over the
world consists of fake news. It is getting more and more difficult for individuals to feel safe.
Especially adults, who do not have sufficient technological equipment and competence, can
easily find themselves surrounded by fake news. As a result of fake news, some negative
consequences such as lack of self-confidence, inability to socialize, and isolating oneself from
society may occur. For public health and individual peace and self-confidence, we should be
able to analyse the news and reach the right source of the news.

1) Is this related to health (diet) and reproduced myths?
The European Commission's health and food safety commissioner warns that “fake news”
could further undermine trust in the food sector and details how European policymakers are
tackling this threat. “We live in a strange world these days...” 26EC health chief Vytenis
Andriukaitis said and added:
“The internet and new communication tools mean that citizens have any information they
want at their fingertips. Thinking back on my childhood, I can hardly believe the speed at
which news spreads.”27
While this has largely been an empowering force for European citizens, the difficulty in
distinguishing between “facts” and “fake news” poses a serious threat to the trust people
place in the food system, he told the International Food Journalism Festival in Turin.

26

https://www.foodnavigator.com/Article/2019/02/26/Fake‐news‐is‐undermining‐trust‐in‐food‐Facts‐should‐
remain‐facts
27
https://www.foodnavigator.com/Article/2019/02/26/Fake‐news‐is‐undermining‐trust‐in‐food‐Facts‐should‐
remain‐facts
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Rebuilding trust: From fake news to glyphosate
In response to this trend, the EU is determined to demonstrate that it hears the concerns of
European citizens and responds to them. It wants to build a food chain and regulatory
system that is more transparent in order to combat misinformation with facts.

Figure 1:https://www.sigroofing.co.uk/info-hub/insightmag/insightnews-pastissues/insight-issue-27/marketyour-business/how-can-membership-benefit-you/

When it comes to diet and nutrition information, there is no shortage of fake
news.
In fact, there is so much bad advice out there that it can sometimes seem overwhelming.
“Most of the misinformation I have come across over the last year can be found on websites
that are designed to promote a particular product or fad diet. But a lot of it is also being
spread by word of mouth.
Much of this flawed information is completely false, such as the suggestion that eating eggs
will increase your risk of heart attack. But other claims - such as the assertion that cleanses
and detoxification diets can enhance your health - can be downright dangerous.”28says Chery
Ogaranko
(a healthy eating expert).

28

https://www.wavemag.ca/2018/01/fake‐news.php
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Pair work:
Participants are asked to do research on nutrition on the Internet and to search for images
about products that are claimed to be healthy. Each group presents their own research and
expresses their concerns, especially regarding the products they suspect.

Seek advice outside of social media
Andrew Wommack told Nutralngredients-USA that they encourage consumers to keep an
open dialogue with their healthcare practitioner about the dietary supplements they’re
taking or thinking about taking it in the future. They also recommend that consumers do
their own research about a particular company and the supporting science for their
ingredients.
“Consumers can start their research with government sites, such as the Food and Drug
Administration or the Office of Dietary Supplements. Trusted organizations like CRN can
also help consumers make smart choices and provide accurate and reliable information
about dietary supplements. Consumers can find a full list of responsible member companies,
their brands and branded ingredients on CRN’s website. Supplement users can also use the
Supplement OWL (Online Wellness Library) to help them easily identify products, their
ingredients and the companies behind them,” 29 Wommack said. (senior vice president,
communications, Council for Responsible Nutrition [CRN])

Tech’s role in the infodemic
In the age of technology we live in, there is an extremely intense information pollution,
especially from the social media accounts used by individuals. Although these social
platforms take some precautions, it is open to debate how successful these measures are.
Facebook maintains that they are committed to reducing the spread of false news on its
platform, saying “We remove fake accounts and disrupt economic incentives for people that
share misinformation. We also use signals, like feedback from our community, to identify
stories that may be false. In countries where we work with independent third-party factcheckers, stories rated as false by those fact-checkers are shown lower in News Feed. If Pages
or domains repeatedly create or share misinformation, and Instagram, which is owned by
Facebook, updated their “claims that violate our COVID-19 and vaccine policies” 30in early
February to inform users on what they can and cannot post as it relates to covid-19, face
masks and vaccines.
Twitter also has COVID-19 misleading information policy, which includes a “false news”
labelling system, account locks, and permanent suspension in more severe cases.

29

https://www.nutraingredients‐usa.com/Article/2021/03/11/When‐fake‐health‐news‐goes‐viral‐New‐study‐
examines‐what‐makes‐people‐susceptible
30

https://www.facebook.com/journalismproject/programs/third‐party‐fact‐checking/tips‐to‐spot‐false‐news
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Is fake news related to politics and migration?

Sensational headlines and so-called “fake news” have the power to sway public opinion, so
modern media must better balance its coverage of Europe’s migration challenges. This was a
conclusion of Friends of Europe’s 7 May Policy Insight debate “Migration, fake news and
media ethics” during which participants explored ways to improve migration reporting and
make online platforms more accountable.
“Good quality journalism includes honest information and freedom of expression, which are
key for democracy and good governance,” 31 said Shada Islam, Director of Europe &
Geopolitics at Friends of Europe.
“Social media is often blamed for spreading fake news, but titans like Facebook, Twitter and
YouTube have now signed up to the EU Code of Practice against disinformation, as well as
the EU Code of Conduct on countering illegal hate speech online (#NoPlace4Hate), noted
Matthias Oel, Director for Migration, Mobility and Innovation in the European Commission
DG HOME.” 32 He also said the new EU Action Plan against disinformation is forging a
European rapid alert network.

Pair work:
The attendants are given those five cases/sentences, and they are asked to comment
“They are economic migrants - they don’t need protection”
“All migrants want to come to Europe”
“They don’t need help; they have a smartphone”
“Migrants are criminals”
“With the Global Compact on migration, States lose control of their sovereignty and borders”
After, certain feedbacks, let them goto the webpage and ask them to interpret the
explanations there
https://www.tdh.ch/en/news/5-fake-news-about-migration

●

Cases of fake news about someone's death, what is their purpose?

Fake news and misinformation kill
How can you trust what you are told about Covid-19?
In the past 10 months, as Covid-19 has swept the globe, the internet and media have also
been ablaze with stories, reports, and ever-changing guidelines on how to stay safe in a
world that appears to be out of control. But what should we believe, and what can we trust?
31
32

https://www.friendsofeurope.org/events/migration‐fake‐news‐and‐media‐ethics/
https://www.friendsofeurope.org/wp/wp‐content/uploads/2019/05/05‐07‐MIG‐PI‐Media‐role.pdf
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As importantly, how do we spot “fake news” and misinformation? In this special advisory, a
collective of over 20 of SA’s leading doctors and scientists offer their advice.
Living in a digital world means that we have access to the latest information on just about
any subject. While this can be powerful and empowering, it can also be harmful. Access to
information online is empowering because we can stay abreast of the latest knowledge
about Covid-19 and can share useful data that, in the interests of public health, can help
people change their behaviour and stay safe.
However, it’s increasingly difficult to know how to sift out the truth from the masses of lies.
Misinformation and myths that are also all over the internet and social media, in an
environment where the phrase “fake news” is applied to anything someone does not agree
with, and truth is a political and ideological tool.

Truth and fiction
There is a famous adage that journalism students are taught: if you have one person
telling you it’s raining and one person telling you it’s sunny, you do not just quote
them both. Instead, you look out the window to find out for yourself which person is
telling the truth.
In this digital age, there are many people claiming it is raining outside, when all the
scientific and medical evidence tells us it’s sunny. Ordinary people don’t know who to
believe, especially when some of those promoting the lies are people with resources and
power and hidden agendas. Rumours and misinformation spread quickly on platforms like
Facebook or in WhatsApp message groups.
2) When does most fake news arise (crises, national or global)

●

Fake news and the groups that have emerged (anti-vaccine, flatlanders),
why?

WHY IS FAKE NEWS MADE?
Purposes of intentional distortion of information:
• Steering in line with interests;
• Provocation and propaganda;
• Disrupting public order;
• Loss of reputation;
•To harm;
• Perception operations;
• Social engineering;
• Advertising (monetization) and many more.
Certain types of people are disproportionally responsible for sharing false, misleading, and
hyper-partisan information on social media. If we could identify those types of users, we
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would get a better grasp of why people do this and design interventions to stem the transfer
of this harmful information. The paper comes at a time when amid a global pandemic and
contentious run-up to a presidential election, social media companies are grappling with
how to curb so-called fake news.
While the presence of fake news is not new, the internet and social media changed the ways
it’s created and spread. Fake news is a multistep process that involves making or taking
content that others have produced, passing it off as real news, and capitalizing on social
media to get as much attention as possible. This section explains how purveyors of fake
news operate, and how fake news is created. It provides a step-by-step guide to how fake
news producers utilize the internet and social media.
Fundamentally, those who operate fake news websites want as many visitors to their sites
as possible. While some may want their visitors to see the content and have it influence
their political values, others simply want internet users to click on them, which often takes
users to a website where users see more content (ideological or not) and/or see advertising.
When a website has ads on it, those visits pay the website owner advertising revenue. Both
of these motivations – ideological and commercial – need as many people as possible to
click on the website link and visit it. With this in mind, let’s go through the steps that go
into creating a fake news factory.
●

What is the purpose of dispersing information? How to navigate
through the information transfer and how to filter it?

In the modern world, access to news isvery quick. Even the most ordinary news can reach
millions of people in minutes through social media and written and visual media. But the
real problem arises at this point. What percentage of this news should we believe? How can
we be sure of their accuracy? We would like to disseminate any news that we believe will be
beneficial to others in a social or individual sense.

Figure 2:https://icds.ee/en/discussion-on-the-role-of-media-and-journalists-in-strengthening-nationalresilience/

The fact that information will gain value as it is shared and that more people will benefit
from it encourages us to share. Knowledge that others benefit from the information we
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share gives us a different happiness. All the information we share, especially in the areas
we trust or have knowledge of, are a separate source of happiness. But how sure can we be
about the information we reach through social media, and when can we share it?
First of all, we must choose our news outlets from media organs that we trust very much,
and we should definitely try to get the news we reach confirmed by different sources that
we trust. Sharing any news that we cannot verify from several reliable sources can have
extremely dangerous consequences.
In this process, a few steps that need to be applied will come to us.
●

How to apply critical thinking in this case. It is worth highlighting a few
basic steps that in this case will be worth using and what to look for
(sources, reliable websites).

The information age has brought a significant increase in available sources of information.
This is in line with the unparalleled increase in internet availability and connection, in
addition to the accessibility of technological devices. People no longer rely on television
and print media alone for obtaining news, but increasingly make use of social media and
news apps. The variety of information sources that we have today has contributed to the
spread of alternative facts.
Critical thinking covers a broad range of skills that includes the following:
verbal reasoning skills;
argument analysis;
thinking as hypothesis testing;
dealing with likelihood and uncertainties;
decision-making and problem-solving skills.
For the purpose of this study, which is concerned with the evaluation of the credibility of
online news, the following definition will be used: Critical thinking is “the ability to
analyse and evaluate arguments according to their soundness and credibility, respond to
arguments and reach conclusions through deduction from given information.”33

Basic steps to spot if it is fake:
Separating fact from fiction accurately can seem daunting. But getting to the truth is always
worth the effort – even if it's not what you want to hear! Use these six steps to separate
truth from lies:
1. Develop a Critical Mindset
One of the main reasons fake news is such a big issue is that it is often believable, so it's
easy to get caught out. Much fake news is also written to create “shock value”, that is, a
strong instinctive reaction such as fear or anger.
This means it's essential that you keep your emotional response to such stories in check.
Instead, approach what you see and hear rationally and critically.
33

https://link.springer.com/chapter/10.1007/978‐3‐030‐45002‐1_20
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Ask yourself, “Why has this story been written? Is it to persuade me of a certain viewpoint?
Is it selling me a particular product?
Or is it trying to get me to click through to another website?
Am I being triggered?”

2. Check the Source
If you come across a story from a source that you've never heard of before, do some
digging!
Check the web address for the page you're reading. Spelling errors in company names, or
strange-sounding extensions like ".infonet" and ".offer," rather than ".com" or ".co.uk,"
may mean that the source is suspect.

Whether the author or publisher is familiar, stop to consider their reputation and
professional experience. Are they known for their expertise on the matter? Or do they tend
to exaggerate?
Be aware that people who spread fake news and “alternative facts” sometimes create web
pages, newspaper mock-ups, or “doctor” images that look official, but aren't. So, if you see
a suspicious post that looks like it’s from the World Health Organization (WHO), for
example, check the WHO’s own site to verify if it’s really there.
Trusted online fact-checking sites like Snopes can help you to verify stories that sound too
good to be true.
3. See Who Else Is Reporting the Story
Has anyone else picked up on the story? What do other sources say about it?
Avoid leaping to the conclusion that all main stream media (MSM) output is fake. This can
be as unwise as following every rumour or conspiracy theory.
Professional global news agencies such as Reuters, CNN and the BBC have rigorous
editorial guidelines and extensive networks of highly trained reporters, so are a good place
to start. But no one is unbiased, and anyone can make a mistake, so keep looking.
4. Examine the Evidence
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A credible news story will include plenty of facts – quotes from experts, survey data and
official statistics, for example. Or detailed, consistent and corroborated eyewitness
accounts from people on the scene. If these are missing, question it!
Does the evidence prove that something definitely happened? Or, have the facts been
selected or "twisted" to back up a particular viewpoint?
5. Don't Take Images at Face Value
Modern editing software has made it easy for people to create fake images that look real. In
fact, research shows that only half of us can tell when images are fake. However, there are
some warning signs you can look out for. Strange shadows on the image, for example, or
jagged edges around a figure.
Images can also be 100 percent accurate but used in the wrong context. For example, Why
Does Tom Hiddleston’s Reflection Look Like Loki?

Figure 3:https://www.snopes.com/fact-check/loki-reflection-tom-hiddleston/

You can use tools such as Google Reverse Image Search to check where an image originated
and whether it has been altered.

Pair work:
Ask participants to compare these two photos above and spot suspicious things.
6. Check That it "Sounds Right"
Finally, use your common sense! Bear in mind that fake news is designed to “feed” your
biases, hopes or fears.
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Figure 4 & 5:
http://quotespictures.com/believe-nothing-no-matter-where-you-read-it-or-who-has-said-it-astrology-quote/
https://id.pinterest.com/dwiindrapurnomo/decission-making/

3) What are the consequences and possible threats to adults?
Around 45% of adults in the UK believe they encounter fake news every day. According to an
Ofcom study, with a decrease in adults accessing news updates through their TVs and the use
of social media for news on the rise fake news has gathered momentum over the years. But
what influence has fake news already had on the public and what risk does it pose?
Formed of inaccurate information and often deliberately published or shared in media
outlets and social media, fake news can be a dangerous way of obtaining information. When
sharing news, people often don’t stop and think about whether the article could be fake. In
an age of instant internet access and social media platforms, news is shared to millions at the
touch of a button, and therein lies the danger. The outbreak of the Coronavirus pandemic has
brought another wave of fake news stories. Articles giving out advice on how to treat
Coronavirus have been shared across the globe and, in some cases, put lives at risk.
A new study by New York and Princeton Universities has revealed that social media users
over the age of 65 share more fake news than anyone else.

Figure 6:https://www.theverge.com/2019/1/9/18174631/old-people-fake-news-facebook-share-nyu-princeton
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We all spend time on social media at different times of a day, browsing posts, reading news,
and sometimes sharing. But how much of the news we share reflects the truth? A lot of news
can spread quickly through social media platforms. Among this news, there are some that
aim to create perception and do not reflect the truth, and the results are not good.
According to CNNTürk's report from The Verge, New York University and Princeton
University conducted research with American social media users and the results were
shared.
According to the research, fake news shared by social media users over the age of 65 is too
much. Among the reasons for this can be shown that older people do not have much control
over social media platforms compared to younger people.
On the other hand, it is reported that fake news sharing directly affects other people and
therefore their preferences. One of the examples given for this is the US Presidential
elections in 2016 and Trump's surprise victory.
Those who cause harm to people and hurt innocent people by sharing fake news on the
internet and especially on social media are indisputably committing crimes. The Internet
does not and should not offer anyone an endless and irresponsible area of freedom. I'm free
to share everything on the internet, no one can interfere is a sick understanding.
We can group the harms of fake news in general as follows:
- economic concerns;
-political expectations;
- providing personal benefit;
-desire to be the centre of attention;
- ignorance, lack of education.

Figure 7: https://slidetodoc.com/diyanet-leri-bakanl-22-dnem-din-grevlileri-bulumas/

Especially adults over a certain age experience many problems due to the mental and
technological problems they may experience. In their online transactions, these people may
encounter material damage as well as non-recoverable moral damage.
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Pair work:
Have the participants read the
message and ask them to list how
they would react when they receive
such a message at the very
beginning of the pandemic.

Why would you believe?

Why wouldn't you believe?

What would you do?
Figure 8:
https://twitter.com/BlrCityPolice/status/1201783800893624321?fbclid=IwAR2iNxEFPXgqptds5hj8IDc_qbPXq
NzjrsCniQq0Gm-VAOAWG3StVcSCH5o

Make a list of these seven
claims on a cardboard
and ask the participants
how many of these are
true/sound logical

Figure 9: https://twitter.com/theprogressives/status/1240693648750022658?lang=sk

4) What characterizes a good source of information?
The participants should be presented with theoretical information about the fact that every
news they access over the internet may be inaccurate and that it should be checked from
several sources. First of all, what they can do about verification can be taken as an interactive
activity and written on the cardboard. After the presentation, the results are re-evaluated
together with the ones written on the cardboard.
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What is a reliable source?
“A reliable source is one that provides a thorough, well-reasoned theory, argument,
discussion, etc. based on strong evidence.”34

The Art Of the Search Query
When getting started with most Internet research, the first thing you’ll do is open your
Internet browser and open a search engine. The Internet is like an endless virtual library,
where thousands of new sources of information are added every second of the day. That
being said, there are many different types of information to be found across the vast expanse
of the Internet.

Figure 10:https://pl.pinterest.com/pin/172473860715720778/

Evaluating Material from the Internet
Given the widespread authorship of the Internet, carefully evaluate all Internet sources for
credibility, reliability, bias, and accuracy.
Key Points
1. Failure to accurately evaluate your Internet sources leaves you and your speech
subject to intense scrutiny and questions of credibility.
2. Consider the “age, depth, author and money” of every source you use from the
Internet. The ADAM approach can help you determine whether you should proceed
with using a particular source.

34

https://guides.libs.uga.edu/reliability
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3. Looking at a website’s top-level domain can give you clues about its reliability.
Generally speaking, it’s safe to trust information from sites with domain names that
end in.edu,.gov, and.ngo and sometimes.org.
4. When using and evaluating social media sources, internet users should be aware of
sites that have a poor reputation for checking facts or moderating content.

Evaluating Internet Information
“dot com” “dot gov” — suffixes and country codes explained
Any information that you use to support ideas and arguments in a research paper should be
given some scrutiny. Printed materials that are collected in a library go through an evaluative
process as librarians select them to include in their collections. There is also an evaluation of
websites that are included in search directories, such as Yahoo!, at least to the extent of
classifying and placing sites into a categorization scheme. However, sites harvested by
"spiders" or "robots" for search engines don't go through any evaluative process.
There are no real restrictions or editorial processes for publishing information on the web,
beyond some basic knowledge of webpage creation and access to a hosting computer.
Anyone can publish opinion, satire, a hoax, or plainly false information. To ensure that the
websites you use as information sources are acceptable for research purposes, you should ask
questions about those sites. The following are some elements you should look at before
deciding to use a website as a research resource:
Domain suffix
The term “dot com” has become a ubiquitous phrase in the English language. The “dot
com”really refers to the domain of a website. Sites on the Web are grouped by their URLs
according to the type of organization providing the information on the site. For example, any
commercial enterprise or corporation that has a website will have a domain suffix of .com,
which means it is a commercial entity.
The domain suffix provides you with a clue about the purpose or audience of a website. The
domain suffix might also give you a clue about the geographic origin of a website. Many sites
from the United Kingdom will have a domain suffix of .uk.
Here follows a list of the most common domain suffixes and the types of organizations that
would use them:
.com
Commercial site. The information provided by commercial interests is generally going to
shed a positive light on the product it promotes. While this information might not
necessarily be false, you might be getting only part of the picture. Remember, there's a
monetary incentive behind every commercial site in providing you with information,
whether it is for good public relations or to sell you a product outright.
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.edu
Educational institution. Sites using this domain name are schools ranging from kindergarten
to higher education. If you take a look at your school's URL, you'll notice that it ends with the
domain .edu. Information from sites within this domain must be examined very carefully. If
it is from a department or research centre at an educational institution, it can generally be
taken as credible. However, students’ personal websites are not usually monitored by the
school, even though they are on the school's server and use the .edu domain.
.gov
Government. If you come across a site with this domain, then you’re viewing a federal
government site. All branches of the United States federal government use this domain.
Information such as census statistics, Congressional hearings, and Supreme Court rulings
would be included in sites with this domain. The information is considered to be from a
credible source.
.org
Traditionally a non-profit organization. Organizations such as the American Red Cross or
PBS (Public Broadcasting System) use this domain suffix. Generally, the information in these
types of sites is credible and unbiased, but there are examples of organizations that strongly
advocate specific points of view over others, such as the National Right to Life Committee
and Planned Parenthood. You probably want to give this domain a closer scrutiny these days.
Some commercial interests might be the ultimate sponsors of a site with this suffix.
.mil
Military. This domain suffix is used by the various branches of the Armed Forces of the
United States.
.net
Network. You might find any kind of site under this domain suffix. It acts as a catch-all for
sites that don't fit into any of the preceding domain suffixes. Information from these sites
should be given careful scrutiny.

Comparison
Always compare the information that you find on a website with other information sources.
Generally, you wouldn't want to use only websites as support for a research paper, so you
would be looking at other types of sources such as books, magazine articles, etc. as well.
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Dealing with Fake News and Internet Fact-Checking Platforms
Almost every country has platforms where fake news can be verified. It is extremely
important for every internet user to check the information they have obtained after research
on one of these sites in terms of sharing and using the information obtained.
Fake news that can be shared without checking its reliability can cause sensations in the
society. If we think that those who reach it will accept it as true, a fake news can reach
millions of people within minutes.
For example:
https://teyit.org/analiz-futbolcu-christian-eriksenin-macta-covid-19-asisi-nedeniylerahatsizlandigi-iddiasi

The claim that football player Christian Eriksen's heart stopped due to the
Covid-19 vaccine
but
1. The Danish Football Federation announced that Eriksen was not vaccinated.
2. The head of Inter, where Eriksen played, emphasized that Eriksen has not yet been
vaccinated.
3. The radio, which is shown as the source of the claim, announced that the Covid
vaccine was not mentioned in the broadcast.
4. Claims that vaccines cause heart inflammation have not been proven.
and
Hanging Irish Spring Soap in a mesh bag will deter flies.

Figure 11:https://www.faunatura.com/algunas-curiosidades-moscas.html

If it worked as well as people say it does, why don't they sell Irish Spring Fly Repellent? The
claim that Irish Spring soap repels flies has been amplified by a variety of home and
gardening websites, such as grandmasthing.com, Homemaking.com, and even Buzzfeed.
We’re sceptical of this fly repellent solution for a few reasons. For starters, the sources we
found pushing this claim don’t provide much information as to why this works. Instead, the
blogs offer vague and unsupported claims about how flies apparently don’t like the smell. But
that just doesn’t pass the sniff test.
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Second, if Colgate-Palmolive, the company that owns the Irish Spring brand, truly had their
hands on an effective insect repellent, why wouldn’t they market it as such? Why wouldn’t
they make a product specifically targeting this need?
Lastly, we have not found any credible studies or experiments documenting whether hanging
a bar of Irish Spring Soap effectively repelled flies. In fact, the only unofficial experiment
found appeared to show the exact opposite. In June 2021, the Pine Meadows Hobby Farm, a
frugal homestead in the Cascade Mountains that creates video tutorials for their YouTube
page, posted a little experiment to see if Irish Spring Soap truly repelled flies. The results?
The soap did not seem to have any impact on the pest problem.

Pair work:
Ask the pairs to confirm the accuracy of a current, magazine news from different sources.
Ask them to take note of the resources they use and what they pay attention to, and then to
present their news and endorsement sources.
‘’It was learned that Megastar Tarkan and his wife started IVF treatment to have a baby.’’
Tarkan and PınarDilek often go to Germany for treatment and undergo check-ups.
https://www.ensonhaber.com/magazin/tarkan-baba-olmaya-hazirlaniyor-2016-10-25

Case study
1st Phase
Inform the participants that they will carry out the implementation in harmony with their
partners. Indicate that they will apply the homework that will be given to them in line with
what they have learned so far, and that they can consult their instructors if necessary.

2nd Phase
Ask participants to investigate the Save the Pacific Northwest Tree Octopus homepage.
Project it for them to see, ask them to share their first impressions. Then get them to
investigate on phones, tablets or computers to see if it is real or fake.
Go to http://zapatopi.Net/treeoctopus/
and make a list of reasons why this website could be real or could be fake.
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3rd phase
You are doing a research paper
on the effects of nuclear
radiation, and you stumble
upon this picture posted on a
photo-sharing site (Imgur).

How could you find out
whether this image is making
a true or false claim?

Figure 12: https://globalnews.ca/news/2127858/mutant-daisies-fukushima-flowers-likely-mutated-byfasciation-not-radiation/

4th Phase
Small group discussion /All groups included
How can the spread of misinformation have negative consequences?

Scenario:
You hear a rumour about a classmate at school and tell it to several others. You later learn
the rumour is not true, but you had a hand in spreading it around school.
•
•

How do you feel?
How can you compensate?

Case study
Country of case study

Turkey

Language of case study

Turkish/English

Main resources

Online materials, files to be distributed in memory cards

70

References





https://learnenglish.britishcouncil.org/skills/readi
ng/intermediate-b1/how-to-spot-fake-news
https://www.allthingsnature.org/what-is-the-treeoctopus.htm
https://zapatopi.net/treeoctopus/

What are the case study
aims and objectives?

●
●
●
●
●

What is fake news?
Why fake news?
How can we recognize fake news?
What are the things we need to pay attention to?
How safe are we?

Top highlights

●
●

Not every piece of news has to be true.
The source of every news may not be an expert on
the news.
Not every site we see the news on is reliable.
We are primarily responsible for our personal
safety.
In social media, profit, political, etc. news rates are
higher than we think.
Every encountered news should be interpreted in
our own logic.



Images

●
●
●
●
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Detailed description of
the case study

With the applications to be made, it is aimed to increase
and develop the critical thinking skills of the participants
so that they can feel safe in their social lives and access the
right information. At a time when the adult population is
increasing rapidly and the negative effects of technological
developments on social life are increasing day by day,
individual self-confidence and access to information have
to be the basic right of everyone. Not accepting every news
as true, reducing the negative effects of technology in the
lives of individuals, increasing intergenerational
cooperation and solidarity will be the main goals after the
activities.
The practices to be made throughout the process and the
theoretical information to be explained are the subjects
that individuals of all ages should be the recipient of.
Individuals who lack the power of critical thinking may
face irreparable damage in the future. During the practices
to be made, the participants will be able to check how
accurate all kinds of news, thoughts are, and what the
purpose they are written for, and they will be able to
change their perspective on life and perceive any news in a
multi-faceted manner.

72

Describe local, regional
national and
international Impact

Local impact:
The number of our participants is necessarily limited,
especially in the Covid period. However, this example of
good practice will probably be repeated many times in our
local environment. The maximum number of participants
that can be reached will give positive feedback about the
practices to the masses with whom they keep in touch.
In the national sense:
With the dissemination activities to be carried out,
institutions and organizations operating in the field of
adult education will contribute to the provision of a
national education union by using the best practices –
practices through the physical involvement.
International impact:
We aim to provide a significant added value to the EU
values and purposes that are aimed to be created through
common culture, education, and lifestyles. We hope to
unite the masses who do not have enough knowledge in
terms of thinking, behaving, and reacting together, with
the good practices taken and applied from the far countries
of Europe. Since the created E-tool will be an open
resource, all relevant institutions will be able to access it
within the Union, and applying it in their own institutions
will be beneficial to the EU in accelerated added value.

Conclusion

After all the activities carried out so far,the consolidation
will be on these :







What we have learned throughout the activities
Will this change the way you look at news in the
future?
Do you think people in your society are good at
finding fake news?
Do you think we rely too much on social media for
our news?
What can we do about fake news?
What can we do individually and what might we do
with others at our school or larger community?
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CHAPTER 3
Creativity training in the context of teaching
about Internet security
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The course covers topics devoted to the training of creativity and the use of methods of
creative support and group leadership in the context of teaching about internet security,
threats, and cybercrimes in virtual space. The course is conducted in two online sessions,
using the free ZOOM meetings platform. The lecturers and participants during the meetings
also use the AHAslides interactive platform, in which the necessary materials for the classes
are prepared.

Unit’s
general
aims

Specific
Learning
Objectives

 Familiarizing participants with the idea of creativity
training.
 Presenting the advantages of creativity training and its use
in classroom or group activities.
 Showing how you can use the elements of creativity
training while conducting classes on cybersecurity.
 Explaining concepts and phenomena present in the
Internet space such as phishing, fake profiles, fake emails, catfishing, stalking.
 Demonstrating effective preventive measures to protect
yourself from cybercrime.
By the end of the session, the learner should be able to:
 see the advantages of creativity training in group work.
 use the recommended methods of creative training during
classes.
 use the acquired knowledge and information and translate
it into practical activities on their own.
 combine elements of creative methods with cybersecurity
teaching practice and use them effectively.
 understand the discussed concepts and phenomena
occurring in the Internet sphere.
 protect themselves from cybercrimes.
 implement appropriate measures to increase the sense of
security while using the Internet.

Topics
covered in
this
session

1. creativity training – what it is, what are its advantages,
why it is worth implementing its elements during classes,
how it affects the group;
2. elements of creative training – effective methods and
techniques that work well in practice;
3. creative training and work with a group on topics related
to cybersecurity;
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4. cybercrimes – phishing, fake profiles, fake emails, stalking,
catfishing;
5. cybersecurity – principles of effective prevention of online
threats;
Approximate length of the
Number of learners on register
session
3 hours (Two sessions for 1,5h)
18 participants
Notes about the lessons/classes within the session plan
Class profile
Does this group have any prior knowledge of the subject? YES
Doe this group have an extensive online presence / understanding of social
media platforms? Basic
Gender: Male / Female / Mixed
Age range: unrestricted
Other info:
The course is dedicated to educators, teachers, group leaders who want to
learn more about creativity training and its effectiveness in use during
classes. Particular attention will be paid to the use of creativity training
elements in the context of teaching about the Internet and cybersecurity. To
participate in the course, it is required to have access to a computer/laptop
and an Internet connection.
Suggested pre-unit preparation (include any work, research, or reflection
that learners should do before participating in this training)
Ask learners if:
 They have ever used creativity training while teaching. If so, in what
context and on what topic
 They have experienced a dangerous situation on the Internet
 They know how to protect themselves from cybercrime. How do they do
it?
 They have ever conducted internet safety classes with their groups. How
did they conduct these classes, and with what methods/practices?
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Lesson Plan for first meeting
Example:
TIME

CONTENT

10 mins

5 mins








15 mins

Introduction
Warming up
Ice breaker

Reason for attending the
course
Experience in the sector of
the project topics

 Topic 1
Presentation about creativity
trainings

SUGGESTED ACTIVITIES
Presentation, introduction to the
main topic of the whole course;
Memory game;
Icebreaker:
 choose the picture that
suits you today.
 tell us one funny story
about yourself
(by using AHAslides interactive
presentation)


Ask the group to share their
reasons for attending the
course and their experiences
in the project topics by using
AHAslides presentation.

Theoretical presentation

RESOURCES




Computer
Access to
Internet




Computer
Access to
Internet




Computer
Access to
Internet
Computer
Access to
Internet

15 mins



Exercise and results

Task 1:

Group discussion using Eduard de 
Bono's six-hat method.
Discussion of reflection after the
task – observations from working
with this method.

5 mins



Break

5 minutes break for participants

15 mins

15 mins

 Topic 2
Cont. presentation - creativity
training in pedagogical
practice


Exercise and group
discussion about the
results

Theoretical presentation




Computer
Access to
Internet

Task 2:
Work in groups. Creating own ice
breaker ideas for group work.




Computer
Access to
Internet
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Lesson Plan for second meeting
Example:
TIME
10
mins

CONTENT




Introduction
Warming up
Ice breaker

SUGGESTED ACTIVITIES

RESOURCES

Presentation, introduction to the
main topic of the whole course; 
Memory game;

Icebreaker:
Game never have I ever
(by using cameras on the zoom)

15 mins Theoretical part
 Topic 1:
Presentation about phishing,
fake profiles, fake e-mails,
catfishing, stalking;



15 mins



Exercise

5 mins



5 mins



Ask learners about their
experience in this topic;

Computer
Access to
Internet




Computer
Access to
Internet

Task 1:
The participants' task is to
assess which of the given emails
are real and which are fake.




Computer
Access to
Internet

Results from exercise

Discussion about the task




Computer
Access to
Internet

Break

5 minutes break for participants

15 mins Theoretical parts
 Topic 2:
How to be safe on the
Internet? How to avoid
consequences of catfishing,
stalking?

Presentation

Questions to learners:

 Do you have any idea
how to avoid
consequences of
dangerous situations on
the Internet that we
talked about?
 Have you ever had a
problem with any danger
we talked?

Computer
Access to
Internet

15 mins

Task 2:
Creating your own list of golden
rules that should be followed
when using the Internet.
Group discussion




Computer
Access to
Internet



Exercise and group
discussion about the
results
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10
mins




Thanks for
participating
Feedback and
icebreaker at the end.

Questions and ice breaker at
AHAslides;
 What did you like the
most about the course?
 What topic found the
most interesting and
inspiring to you?
 What was missing in the
course and what would
you like to hear more
about?
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Computer
Access to
Internet

FIRST PART OF THE COURSE – FIRST MEETING

Solving problems is one of the most important topics, especially when working in a group,
where conflicts may occur. Then the openness of the mind is important. Here the synthetics
by William J. J. Gordon is very helpful. Synthetic or creative solving problems methodology.
This science assumes that various, allegedly unrelated elements have a connection. We can
say that this is a form of breaking the moulds that will help develop creativity and does not
impose specific solutions. An example of exercises can be handing out participants with a
simple drawing. This may be anything, e.g. a chair. The participants’ task is to draw
something to this chair, or create a completely different drawing from it. The results may
surprise you and the participants.

Introduction
Nowadays, to be successful, people need a creative view of the world. Ingenuity and
innovation are two features that are necessary to find yourself in today's reality. Thanks to
them, it is easier for people to respond to the challenges of today's everyday life. We should
respond to this need to develop creative thinking, inventiveness, creativity, and innovation in
children by supporting the development of the education system. For this purpose, teachers
are required who will discover the potential of their students, help them discover their
talents, and thus become a mentor of their active and fulfilled development. As Ken
Robinson recalls - only creative teachers when interacting with students are a guarantee of
creating an atmosphere in which the goal of improving the quality of teaching can be
realized.

Warming up
A word-memorizing game for a group of seniors - each of the seniors repeats the
words said earlier, adding new ones. Everyone has a maximum of 2 tries, if someone makes a
mistake, the game starts again from the beginning.35

35

https://policealna.gowork.pl/blog/mnemotechniki‐10‐najskuteczniejszych‐technik‐zapamietywania/
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I.

Creativity – what is it?

Figure 1:https://www.pexels.com/pl-pl/zdjecie/marketing-rece-ludzie-kreatywny-6224/

Creativity (from Latin creatus - creative) is a mental process responsible for the
formation of new ideas, concepts, associations, connections with already existing ideas and
concepts. Today, creativity is defined as a creative attitude that makes it easier for everyone
to solve their problems. It is the ability to create ideas and forms, consisting of a new
approach to existing problems, as well as reinterpreting reality and looking for new
opportunities.
Creative intelligence (understood as creativity) is the ability to think in an innovative
way - the ability to be original. It is worth emphasizing that creativity and being creative in
various areas of socio-cultural life are related not only to the ability to think, but also to
engaging your feelings. Creativity - it can draw its energy from all areas of human
consciousness (feelings, institutions, knowledge, practical skills).
• creativity requires the use of imagination,
• creative action is purposeful, achievement-oriented
result,
• the effect of creative activity is an original work,
• the effect should be valuable in terms of the goals set.
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However, for such a process of creative thinking and, consequently, creation to take
place, four components are necessary:


Specialist knowledge - hence the level of education, the intensity of
professional development of teachers creates the foundations for innovation
in education.



The ability to think creatively - a creative person perceives things in a
different light than the environment, reads patterns where others see chaos,
and perceives relationships where others do not. This skill is in part the result
of genetics, but it can be greatly enhanced by training creativity and using
special techniques for creative thinking.



Entrepreneurial personality - means that a person is not discouraged by
failure and that they see opportunities where others see threats.



Internal motivation - most of the creators are highly motivated, characterized
by their persistence and stubbornness. The main motive of their work is
cognitive curiosity, satisfaction with solving problems.

II.

Imagination and innovation versus creativity
Imagination is the root of creativity. It is the ability to recall things that are not

available to our senses. Creativity is the activation of the imagination - it is the applied
imagination. Innovation is about putting new ideas into practice.
Creativity also requires improvement, testing, and focusing on what you are doing.
You have to think originally, but you also have to critically evaluate whether what is being
worked on will take the right shape and whether it is worthwhile, at least for the creator. The
real engine of creativity is the appetite for discovery and the passion for work itself. It is
these characteristics that should be strengthened among students.

III.

Creativity trainings - what are they?
Creativity training is nothing more than exercises supporting the development of

creativity, imagination, criticism, and innovation. Many methods support this development
and many exercises that can be performed for yourself and at work, business or education.
The course will present some techniques and methods of creativity testing, useful for
working with a group of students.
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When talking about creativity training, you should think about various types of
exercises stimulating:


abstraction,



mating,



deduction,



induction,



using metaphors,



transformations of acquired knowledge.

Methods supporting the development of a child's creativity use, among others:
 e.g. brainstorming techniques, six hats, mind maps ...
 play and creative tasks for individual or group solving,
 the independent discovery of knowledge by the child,
 various, unusual materials and everyday objects that stimulate creativity,
 tasks increasing the child's self-esteem,
 work in a group,
 stimulating the child's curiosity.

IV.

The advantages of training creativity in education
A child educated in a way that allows for free creative creation and problem-solving

receives more than a traditionally educated child. They receive self-confidence and openness
to the world and people, have no difficulties in expressing themselves and communicating
with the environment. These types of methods teach them to work in a group and share ideas
with others. Because stimulating creativity means allowing for independent thinking and
creative problem-solving, the child is intellectually more independent. The child is also
encouraged to ask questions, so as long as they receive an answer, their knowledge of the
world will also increase. The pedagogy of creativity also draws attention to the development
of a child's emotional intelligence.
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V.

Techniques of creative thinking

Figure 2:https://www.pexels.com/pl-pl/zdjecie/kobieta-narysuj-zarowke-na-bialej-tablicy-3758105/

The techniques of creative thinking can be a support in practising divergent thinking,
i.e. divergent thinking (solving a problem and getting many answers). Such techniques can
be used both in the form of creativity classes in educational lessons, but they are also a great
example of techniques used in subject classes during the implementation of the core
curriculum. Some examples of methods that can be used during the lesson:
1. Brainstorming – Free and non-judgmental sharing your ideas with at least
one other person. For example: What can you do with a plastic bottle?
2. Reverse brainstorming – positive sentence changed into its opposite. For
example: What can't be done with a plastic bottle?
3. The 6 Hats Method – looking at the problem from 6 different perspectives. As
a result, in response to one problem, students get six different perspectives of
looking at the problem and its solution.
4. Knowing different points of view (Napoleon Technique) – looking at the
problem from the perspective of another person, and imagining that you are a
different person and have their character traits and use their ways of thinking.
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5. Slow writing – for a few or several minutes, you should write down all ideas
(even the craziest and unbelievable ones). Writing should be slow and very
accurate, with all your attention focused on the activity.
6. Free wandering around the given problem – the mind is constantly working
on the issue, this technique allows you to find unconventional ways of solving
it.
7. Denying yourself – posing a problem and looking for contradictions for the
obvious solution.

FIRST TASK FOR LEARNERS:
The task aims to try out one of the creative thinking methods by the course participants – the
method of Eduard de Bono's six hats. The whole group is divided into 3 groups of 6 so that
one person can adopt one of the six perspectives.
Recommendation for participants: Take a look at the problem described. Try to
discuss the problem and express your own opinion on it from the perspective of
the 6 hats.
According to De Bono's proposal, we can distinguish the following colours of hats and their
character:


white - expresses objectively about the problem, presents facts, figures, data;



red - presents the emotional side (fears, enthusiasm, joy), does not have to and
should not justify the emotions;



yellow - shows the positive sides of a given solution



black - expresses criticism of the proposal



green - a creative hat that looks for and presents its ideas for solutions



blue - the participant (can also be the lecturer, in the variant without a lecturer) is to
organise the statements, supervise the use of hats.

The issue to be discussed by participants:
“The Ministry of Education admits that education during the pandemic suffered significantly
in terms of quality, by conducting classes entirely in a remote form. Children in years 1-3
who are unable to concentrate on online activities are particularly affected. The results of
mid-year tests and examinations indicate poor knowledge acquisition. In response to the
problem, the government plans to extend primary school education by one year (instead of
the 8-year primary school – 9-year school). With this solution, the Ministry of Education
wants to make up for lost distance learning time and improve the quality of education and
knowledge acquired by students.
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VI.

Technique of asking questions
How questions are asked during the lesson is important in triggering students’ thinking

and attention. The most common mistakes made during classes include situations when:


the teacher asks a question and answers almost immediately to themselves,



the teacher asks a question and almost immediately indicates the person who is to
answer, but it is always the student who raised their hand (the others know that they
are “safe”),



the teacher asks a question but never asks those who preach, but “snaps away” from
those who rarely speak.

So now imagine a lesson in which no one reports. The teacher – conducting the classes –
asks a question that is to clarify the discussed problem or check the understanding of the
issue by the students. There are a few, maybe even a dozen or so seconds of silence, and then
indicates the student who is to answer. The principle of asking questions in this way is not
only that no one reports, but also that an incorrect or incomplete answer does not have any
unpleasant consequences. The teacher either gives a message that the answer is incorrect
and indicates another student, or asks the respondent or his friend to complete it. Such a
way of asking questions not only makes the participants think, but also reduces the number
of incorrect answers, the answers become longer, and it encourages cooperation instead of
competition.

VII.

Dividing groups into smaller teams

How to divide students into classes so that they feel good?
Many methods and techniques of creative thinking take place in smaller groups of several
people, but have you ever had a bad time? How to divide your students into teams?
Questions for learners:


What are your experiences in this area – how do you divide the group?



Do you use any special methods?



If so, what methods do you use/what do you know?
Oftentimes, the division of students into teams raises many concerns for the sake of

fairness, evaluation, and proper assignment of tasks. However, this is not a reason to give up
group work, as it has many advantages. The most important ones include: developing the
skills of cooperation and help among students, teaching them to bear shared responsibility,
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activation, integration of the class team and prevention of isolation of some students,
training of communication skills. Working in groups also teaches tolerance and kindness and
strengthens faith in your abilities.

VIII.

Methods of successful group division

Figure 3:https://images.pexels.com/photos/1157557/pexels-photo-1157557.jpeg?cs=srgb&dl=pexels-min-an1157557.jpg&fm=jpg

1. Candy draw
A nice proposition that prevents the group from realizing that we are dividing. The facilitator
distributes the pre-prepared candies to the participants, which are appropriately divided and
mixed (a certain number of candies with a specific type/flavour/colour of the package). We
treat the group with candies, and when everyone draws their candies, we inform them that
the groups have just formed.

2. Arranging the puzzle
We make puzzles from a piece of paper with pictures, quotes, and sayings, cutting them into
pieces. The pieces are distributed to the participants. People whose puzzles fit together form
a group. We can use postcards to create such puzzles.
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3. The Kowalski’s family
The leader of the game distributes pre-prepared cards with surnames that sound similar to
each other, e.g. Trąbalski, Kochalski, Dzierżawski, etc. On the back of each surname, there is
also written the function of a family member, e.g. mother, father, grandfather. After
receiving the cards, the participants walk around the room and exchange their cards, at the
word STOP, the members of individual families find each other by shouting out their names.

4. I'm going to the corner
The way to divide the group into 4. We inform the group that in a moment everyone will have
to go to the corner, but there may be a maximum number of people in the corner. At the
instructor's command, everyone runs to the angle of their choice. If this angle is already
"full", they must move.

5. Map of the world
There are 5 continents on the map and countries are marked in 8 colours. So we distribute
the names of the countries to the participants and ask them to choose countries with the
same colours. In this way, we not only divide into groups, but also make a little repetition of
geography.

IX.

Ice breaker – when, why, what?

Figure 4:https://images.pexels.com/photos/3184418/pexels-photo-3184418.jpeg?cs=srgb&dl=pexels-fauxels3184418.jpg&fm=jpg
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A proper classroom atmosphere is essential for creativity training. Appropriate, i.e.
one in which participants can freely share their thoughts and ideas, not being afraid to
“speak out” their arguments. The atmosphere in the classroom depends to a large extent on
the teacher and his practice. When talking about the atmosphere and ideas for its creation,
we should mention icebreakers – games, exercises that properly connect the group, bring
together its members who find it easier to later find themselves during cooperation.
Icebreakers are simple training methods that guarantee group integration after the
first minutes of the meeting. Thanks to them, you can easily break the ice, introduce a
relaxed atmosphere, reduce the fear of evaluation and build trust between the participants
and the lecturers. A good icebreaker contains humorous elements and should concern the
participants themselves. It is worth remembering that icebreakers are also intended to
stimulate participants and encourage them to actively participate, which is why they are
often used at the beginning of classes or after longer breaks.
The role of ice-breakers is:


to integrate the group;



to wake up the participants and relax them, which will naturally facilitate their
learning;



to introduce the participants to the style of conducting the classes – the icebreaker
conducted at the beginning of the course (we also use icebreakers after breaks)
should be conducted in the style in which the training will be conducted;



to present the style of the trainer’s work: a friend or a distance authority, conducting
training in a completely informal atmosphere, or following certain conventions;



to show the relationship between the topic covered during the training and related
topics, e.g. communication and teamwork.

A good icebreaker should:


Refer to personal truths, information about a person – “open their up” to the group in
the way they are ready.



Detect features that are common to many participants, e.g. shared hobbies, interests,
stories.



Be short enough to create a pleasant atmosphere and not be the highlight of the class.



Have humorous elements referring to positive emotions.

The Internet is full of ideas for Icebreakers. You should choose them according to the age
group and participants (whether they see each other for the first time, know each other, or
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have not seeneach other for a long time). Icebreakers can be carried out not only in the form
of traditional classes, but also during online courses - Internet tools make it possible.

SECOND TASK – CREATING ICEBREAKER
Participants are divided into 6 groups of 3 people. The lecturer assigns 3 groups to
create Icebreakers that can be done in the form of online classes, the remaining 3 groups
create Icebreakers suitable for traditional classes. After completing the task, the groups share
their work and ideas on the forum.
Information about the task for learners:
Come up with one Icebreaker idea for an online/traditional class that would introduce the
class to the subject of virtual reality and Internet threats. The students already know each
other, the Icebreaker should refer to the students’ own experiences and the topic of the
conducted activities.
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SECOND PART OF THE COURSE – SECOND MEETING

I.

Introduction to the main topic of the course
It is not without reason that the topic of cybercrime appears more and more
often in the media space – online crimes have powerful and negative effects, both for
individual network users and companies, or even state organizations. The course will
focus mainly on cybersecurity, which most often affects individuals, private
individuals using the Internet.
An important aspect of the fight against cybercrime is the constant raising of
public awareness of online threats. This point is well implemented by institutions and
non-governmental organizations – both at the national and international level. This
topic should also include education. Awareness about the dangers of the Internet
should also be spread as a part of school education. Students should be aware of the
dangers and know how to safely navigate in the virtual space so that the actions do
not have negative effects.

Warming up
Numbers represented by words –this exercise will be a good solution for people who
need to remember a specific sequence of numbers. The goal is to create a sentence whose
words have the number of letters corresponding to a given number. To remember the digits
of the number 4143, the sentence “What a nice day” is enough.36

Statements for Icebreaker:


Never have I ever lied about myself on the internet



Never have I ever written with a stranger on social networks



Never have I ever been a victim of phishing



Never have I ever received a suspicious email that I entered



Never have I ever entered a link from strangers



Never have I ever created a fake account on any social networking site



Never have I ever dealt with an internet troll



Never have I ever shared my private data on a social network

36

https://laxocare.pl/blog/przydatne‐cwiczenia‐na‐dobra‐pamiec‐dla‐kazdego‐seniora/
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Never have I ever posted photos on Facebook that are visible to any user



Never have I ever provided sensitive data in an e-mail to anyone



Never have I ever accidentally uploaded a virus to my computer



Never have I ever made friends online



Never have I ever posted anything on my profile by accident



Never have I ever fallen into "you won an iPhone" emails



Never have I ever set the same password for multiple online accounts

Questions for participants:
 Have you ever been the victim of a cybercrime?
 What kind of cybercrime have you been a victim of?
 What cybercrimes do you know about?
II.

What is cybercrime?
Cybercrime is a very broad term that covers all criminal activities carried out
on the Internet or using information systems. It is a threat to everyone – individuals,
companies, and even entire countries. Every year, it brings a multimillion dollar loss,
many people lose their wealth, and companies lose the trust of customers and
contractors.

Figure 5:https://images.pexels.com/photos/6963944/pexels-photo-6963944.jpeg?cs=srgb&dl=pexels-mikhailnilov-6963944.jpg&fm=jpg
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III.

What is phishing and what are its types?
Phishing is one of the most popular types of cybercrime today. It is a very
cunning method, the purpose of which is to persuade us to disclose such valuable
information as, for example, credit card number, bank account number, or insurance
number. Cyber crooks most often send e-mail messages that look very credible – they
are confusingly similar to those sent to us by, for example, banks or state institutions.
These types of messages often contain a link to a fake page, which also closely
resembles the original and very well-known page (usually they differ in details). Then
we enter our ID and password there, e.g. for online banking, which the fraudsters
then use to rob us of all our savings.
Criminals exploiting this type of attack depend on your personal information,
such as credit card numbers, insurance, and your online account passwords and
logins. It is the most popular and most frequently chosen cyber-attack, which is much
easier and more effective compared to e.g. breaking through firewalls of various types
of software.
So how to recognize an e-mail that probably uses the logo of a well-known
company and is impersonating it, or the address from which the message only
resembles the one you know well? There are a couple of things worth paying attention
to that should make you suspicious:


The message contains links with misspellings, to subdomains, or other
questionable websites.



The sender is using email aliases that pretend to be a company or service that
must be clicked to know the real email of the sender.



The sender uses generally available postal services, such as Gmail.



The message is written in such a way as to arouse fear.



Not always, but often, requires the user to verify personal details such as
credit card details or a password.


IV.

The language of the messages is simple and may contain errors or typos.

Types of phishing
Hackers use many techniques to increase their chances of successfully attacking,

arousing fear, taking advantage of your naiveté, and making a mistake. Due to the method
used by cybercriminals, several types of phishing can be identified.


Spear phishing – this type of attack is targeted at a specific person or company after
gathering detailed information about it. Personalized messages are used to increase
their effectiveness and credibility. These types of e-mails often contain information
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about co-workers or management in the company, as well as personal data such as
surname, first name or current location, and other details.


Whaling – it is a type of “spear-phishing” targeting senior employees in the company
to steal large sums.



Clone phishing – for this type of attack, a copy of an authentic message containing an
attachment or website address is used to easily replace them with fake and dangerous
links or downloads prepared by hackers.



Phone phishing – in the case of phishing attempts by telephone, the person calling
the victim claims to be a representative of the bank, the police, or even the tax office.
Its purpose is to force you to provide your data for verification or immediate payment
of a penalty.



SMS phishing – is very similar to an e-mail attack and consists of sending a malicious
link via SMS messages.



Pharming – this is another type of phishing, it infects the computer by uploading
malware which, after entering the address of, for example, your bank, into the
browser, opens a page that looks identical to the fraudsters.

V.

What to do to avoid becoming a victim of phishing?
a) Don't check and delete the e-mail from unknown senders.
b) If there is a link with the website address in a suspicious email, it is best not to
click on it at all or go to it by entering the address manually in the browser.
c) The address of each website you visit should contain "HTTPS", where "S"
means protection of the link and securing it with an appropriate protocol and
reduced risk of hacking attacks. Avoid websites that only have "HTTP" in their
address.
d) If the email you have received seems suspicious to you, copy the content or
the sender and check with a search engine to see if there is information about
attacks related to this email.
e) If you receive information about a win (e.g. a new iPhone or money in a
lottery in which you did not participate), a red light should light up.

VI.

Fake profiles
Not all social media accounts like Facebook, Twitter, or Instagram are real
users. Some of them arose after it is to polarize and heat the discussion (trolls), to
increase the popularity of some people or topics, and provide false information.
The problem of fake social media accounts is a long-standing phenomenon.
People setting up fake accounts moving to impersonate other people or send spam
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and viruses while using various interpersonal tactics including phishing, information.
There is no quick and simple method to distinguish a false Facebook account, but
there are elements that make it easier to recognize fraudsters.
Are fake accounts dangerous?
First of all, we do not know who is hiding under the fictitious account. If this
is an account created by an accident, it is not a problem for us. The situation becomes
more complicated when the fictitious profile belongs to an Internet scammer
claiming to be our friend or someone who wants to discredit our company
anonymously – for example with unflattering comments.
In a few steps, you can assess with high probability that if the account is
fake:


Check that the profile picture does not belong to someone else when
using the image search.



Check if there are other accounts of the individual/organization on the
social network. The true one will most often be the one with the most
likes.



Pay attention to account activity. A very large number of posts and
shares appearing in a short time may indicate automated activities
(bots).

In the case of discovering a fake account, on any of the social networks, it is necessary to
report such a profile that the website will verify such a person and remove the threat of
impersonating someone else.
VII.

Fake e-mails
Hackers use two online e-mail scam methods – “spoofing” and “phishing”. They
both impersonate a trusted sender, and their purpose is to intercept your data or trick
you into doing something you didn't intend to do. At first glance, forged e-mails look like
they came from well-known institutions or your friends.
You receive dozens or even hundreds of e-mails daily. Among them, you can
come across a message from a scammer. There are elements to pay attention to when
reading a suspicious email.
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1. Incorrect name in the sender's e-mail address
The e-mail that contains the incorrectly spelled sender’s name or the name of the
company/institution may be a threat. Most likely, it is from an unrecognized domain
and a scam.
2. Your address is missing
You may be suspicious of both the lack of your e-mail address and the message
“undisclosed recipients” – fake e-mails are sent to hundreds of potential victims at the
same time. E-mails from trusted senders are directed only to you.
3. Invalid URL
In the content of the fake e-mail you will find a link to the page through which, for
example, you are to update your data. Never use links provided in e-mails, and if you
want to check the URL, paste the address into a new browser window and see if it
contains the correct company/institution name.
4. Errors in the subject and content of the message
A popular technique used by cybercrooks is to use words with spelling and grammar
errors in e-mail titles, as well as numbers instead of letters and capital letters in the
middle of words.
5. Lack of the institution’s logo and photos in the body of the e-mail
A well-structured email consists of texts and images. The fake e-mail does not contain
graphics and the logo of the company/institution the sender is impersonating. Usually,
it only contains the text. The message is also significantly different from those sent by a
trusted sender.
Questions to learners:



Do you have more ideas on how to avoid consequences of dangerous situations on the
Internet that we talked about?
Have you ever had any problem with any danger we talked?

FIRST TASK
This task aims to teachrecognizing fake e-mails. Participants will be presented
with both false and genuine e-mails, and participants will be required to detect those
dangerous and justify their guesses. Work will take place in 6 groups of 3 people.
Each group will get the same pool of cases to discuss.

98

Recommendation for participants:
From the presented e-mails, try to choose the ones that are unfair and justify your
statement.
First example:

Figure 6: https://www.securitymetrics.com/blog/7-ways-recognize-phishing-email
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Second example:

Figure 7:https://www.securitymetrics.com/blog/7-ways-recognize-phishing-email

Third example:

Figure 8:https://en.wikipedia.org/wiki/Phishing#/media/File:PhishingTrustedBank.png
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Fourth example:

Figure 9: https://www.scamwatch.gov.au/about-scamwatch/tools-resources/online-resources/spot-the-scamsigns

VIII.

Catfishing, the danger of online romances
What is catfishing?
We live in the times when we get to know people online, and we don't know
who we correspond with. What pitfalls are we exposed to?
In times when we are increasingly looking for partners, using dating
applications for this purpose, we encounter various types of “social traps”, distortions
that are very dangerous at the stage when we meet a new person and try to trust
them, open ourselves to a new stage of our life.
Unfortunately, a phenomenon that is currently developing very dynamically
at the level of virtual dating is the lack of credibility. More and more often we do not
show our true face, but create an image of a person who we are not really at all.
Hence, the question, is the person we met on the Internet really as he writes? Is it just
an image that she invented for herself, and this is what she presents to us now?
Catfishing means to impersonate a completely different person, existing or
not, including the use of their photos and personal information. In this case, we
seduce someone by pretending to be someone else entirely. We do not reveal our
identity, we are anonymous until the very end.
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Unfortunately, dating applications favour not showing their true face and
creating a false image. Therefore, when choosing this path, you should be aware of it
and be careful.
When getting to know a person online:


It is worth checking them in advance, for example by browsing their
account on social networks.



Red flags should primarily be the lack of profile pictures and a few
friends or a list of accounts that are not real.



Often, if we want to make an appointment or a simple conversation
with such a catfish, it turns out to be impossible. Catfisher always
finds new excuses, such as a broken computer or family problems, to
justify themselves.

IX.

Stalking
In the age of the Internet, cyberstalking is an increasingly common
phenomenon that is considered a crime by law. What exactly is stalking?
By definition, stalking is harassment, stalking a person, and violating their
privacy. Stalking also includes impersonating a victim and using their image and
personal data to cause personal or property damage.
Stalkers very often use internet tools for their activities. An example would be
sending offensive messages or threatening e-mails several times a day. Currently,
stalkers mainly focus on social media, where many people are willing to share
information about their personal lives. Thanks to this, stalkers can easily impersonate
their victims by setting up fake profiles on Facebook or Instagram. Additionally, such
accounts are used by cybercriminals to send disturbing messages.
Stalkers, observing the actions of their victim on social media, can see what
they comment, what they are interested in, what events they join, and where they can
meet them. It is the greatest source of information for them.
Stalking - how to defend yourself?
If you fall a victim to a stalker, you should gather evidence and report the
matter to the police immediately. When you manage to locate the stalker, contact a
lawyer who will help you prove the perpetrator's guilt.
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How to avoid a stalker?


First of all, do not disclose your personal information to the public.
Remember that everything you post about yourself on the web can be
used by such people.



Also, take care of the proper security of your accounts on social media.
Most of them can block account visibility for unknown people.



In case of any disturbing behaviour, inform your loved ones about it.

SECOND TASK
Participants are tasked with creating golden rules for using the Internet in groups (3
groups of 6 people) to protect themselves against cybercrimes.
Recommendation for participants:
In the group, create a list of 10 golden rules, compliance with which will be effective
protection against cybercrimes on the Internet.
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After the task, the lecturers have a few questions connecting the two thematic blocks
of the course – creative thinking and cybersecurity.

Questions for the group:


How do you see the relationship between creative thinking and increasing your own online
security?



Can creativity training methods be used to learn about cybercrime? What are the advantages
of this?
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Case Study
Country of case
study

Global, focused on Poland

Language of case
study

English and Polish

Main resources

Research online

References


https://www.dailymail.co.uk/news/article-2246896/JessicaLaney-16-committed-suicide-internet-trolls-taunted-told-killherself.html



https://www.dailymail.co.uk/news/article-2305332/JoshuaUnsworth-15-bullied-death-trolls-internet.html



https://www.independent.ie/irish-news/poignant-last-photosof-happy-ciara-pugsley-bullied-online-are-released28817638.html



https://codziennypoznan.pl/artykul/2021-01-08/polacynadal-wstydza-sie-pojsc-do-psychologa-czy-psychiatry/



https://www.puresight.com/resources/hope-witsell/



http://www.suicide.org/memorials/ryan-patrick-halligan.html



https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3477910/



https://mamadu.pl/zdrowie/151125,problemy-ze-zdrowiempsychicznym-to-w-polsce-tabu-rozmowa-z-maria-prokop



https://www.nbcnews.com/news/us-news/social-mediacontributing-rising-teen-suicide-rate-n812426



https://www.cbsnews.com/news/teen-suicide-social-mediabullying-mental-health-contributing-to-rise-in-deaths/

Images
What are the
case study aims
and objectives?

-



To highlight the danger that comes with the usage of the
Internet



To prove that no one can be completely safe on the Internet



To notice that people need help



To highlight that the help of the psychologists should be
popularised and normal



To encourage people to ask for help if they need that
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Top highlights


Many people commit suicide because of the internet crimes



Network and computer security is never enough



People should be aware of the danger



Internet security and asks for help should not be neglected



Organizations

or

specialists

who

are

familiar

with

cybersecurity and online crime should be popularized

Detailed
description of
the case study



Being a victim should not be a shame



People should react

Awareness that such things are happening should make people more
cautious. Perhaps people will start to anticipate the effects of their own
actions as well as the actions of others. That would help prevent
similar situations. Social media is one of the aspects that influence our
mental health. Awareness of risks and possible solutions may prevent
many risky behaviours.

Describe local,
regional
national and
international
Impact

“ Lack of help may lead to a deterioration of health, may affect
interpersonal relations, the situation in the company, home, and in
extreme cases may also lead to suicide - warns the expert of the LB
Medical Institute.- We would also like to sensitize people to other
people, show what symptoms accompany the onset of depression or
other diseases.” ~https://codziennypoznan.pl/artykul/2021-0108/polacy-nadal-wstydza-sie-pojsc-do-psychologa-czy-psychiatry/

Conclusion

Some people still think that asking for help or visiting psychologists is
a shame. Mental health in some cases still is a taboo topic. Discussing
such hard topics as suicide because of, for example, stalking can
normalise visiting different specialists and this can make people
realize that mental health is as important as physical health.
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